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BOARD OF TRUSTEES AND PRESIDENT 

Members of the Board of Trustees and President who served during the 2012-13 fiscal year are listed below: 

County

Dr. S.K. Rao Musunuru, Vice Chair to 7-16-12, Hernando
  Chair from 7-17-12 (1)
John L. DiRienzo, Jr., Vice Chair from 7-17-12 (1) Hernando
Jeanne M. Gavish, Chair to 7-16-12 (2) Hernando
Edward C. Blommel from 5-21-13 Pasco
Kathy A. Burke to 2-5-13 (3) Hernando
Leonard H. Johnson Pasco
Judy R. Parker Pasco
Morris R. Porton (1) Hernando
Wilton E. Simpson to 10-3-12 (4) Pasco
Victor Young Pasco

Notes: (1) Board member served beyond the end of
term, May 31, 2013.

(2) Board member served beyond the end of
term, May 31, 2010.

(3) Board member resigned on February 5, 2013,
and position remained vacant through
June 30, 2013.

(4) Board member resigned on October 3, 2012,
and position remained vacant until replaced
on May 21, 2013.

Dr. Katherine M. Johnson, President

 

 

The audit team leader was Anna A. McCormick, CPA, and the audit was supervised by Janice Priolo, CPA.  For the
information technology portion of this audit, the audit team leader was Earl M. Butler, CISA, CFE, and the supervisor was 
Heidi G. Burns, CPA, CISA.  Please address inquiries regarding this report to James R. Stultz, CPA, Audit Manager, by e-mail 
at jimstultz@aud.state.fl.us or by telephone at (850) 412-2869. 

This report and other reports prepared by the Auditor General can be obtained on our Web site at 
www.myflorida.com/audgen; by telephone at (850) 412-2722; or by mail at G74 Claude Pepper Building, 111 West Madison 
Street, Tallahassee, Florida 32399-1450. 

https://flauditor.gov/


DECEMBER 2013 REPORT NO. 2014-061 

 1 

PASCO-HERNANDO COMMUNITY COLLEGE 

EXECUTIVE SUMMARY 

Our operational audit disclosed the following:  

INFORMATION TECHNOLOGY 

Finding No. 1: The College’s IT security controls related to user authentication, data loss prevention, and 
logging and monitoring of system activity needed improvement. 
 

BACKGROUND 

Pasco-Hernando Community College (College) is under the general direction and control of the Florida Department 

of Education, Division of Florida Colleges, and is governed by State law and State Board of Education rules.  A board 

of trustees (Board) governs and operates the College.  The Board constitutes a corporation and is composed of nine 

members appointed by the Governor and confirmed by the Senate.  The College President serves as the executive 
officer and the corporate secretary of the Board, and is responsible for the operation and administration of the 

College. 

The College has campuses in Brooksville (North Campus), Dade City (East Campus), New Port Richey (West 

Campus), and in Spring Hill (Spring Hill Campus), Florida.  Additionally, credit and noncredit classes are offered in 

public schools and other locations throughout Pasco and Hernando Counties.  The College reported enrollment of 
7,041 full-time equivalent students for the 2012-13 fiscal year.   

The results of our financial audit of the College for the fiscal year ended June 30, 2013, will be presented in a separate 

report.  In addition, the Federal awards administered by the College are included within the scope of our Statewide 

audit of Federal awards administered by the State of Florida and the results of that audit, for the fiscal year ended 

June 30, 2013, will be presented in a separate report. 

FINDINGS AND RECOMMENDATIONS 

Information Technology 

Finding No. 1:  Security Controls – User Authentication, Data Loss Prevention, and Logging and 
Monitoring of System Activity   

Security controls are intended to protect the confidentiality, integrity, and availability of data and IT resources. Our 
audit disclosed that certain College security controls related to user authentication, data loss prevention, and logging 

and monitoring of system activity needed improvement.  We are not disclosing specific details of the issues in this 

report to avoid the possibility of compromising College data and IT resources.  However, we have notified 

appropriate College management of the specific issues.  Without adequate security controls related to user 

authentication, data loss prevention, and logging and monitoring of system activity, the risk is increased that the 
confidentiality, integrity, and availability of College data and IT resources may be compromised.  Similar findings 

related to user authentication were communicated to College management in connection with our report 

Nos. 2009-022 and 2011-006.   
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Recommendation: The College should improve security controls related to user authentication, data 
loss prevention, and logging and monitoring of system activity to ensure the continued confidentiality, 
integrity, and availability of College data and IT resources.   

PRIOR AUDIT FOLLOW-UP 

The College had not taken corrective action for finding No. 1 (user authentication), which was also noted in prior 

audit report No. 2011-006, as finding No. 1, and in prior audit report No. 2009-022, as finding No. 4. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

The Auditor General conducts operational audits of governmental entities to provide the Legislature, Florida’s 

citizens, public entity management, and other stakeholders unbiased, timely, and relevant information for use in 

promoting government accountability and stewardship and improving government operations. 

We conducted this operational audit from February 2013 to October 2013 in accordance with generally accepted 

government auditing standards.  Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives.  

We believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on our audit 

objectives. 

The objectives of this operational audit were to:   

 Evaluate management’s performance in establishing and maintaining internal controls, including controls 
designed to prevent and detect fraud, waste, and abuse, and in administering assigned responsibilities in 
accordance with applicable laws, rules, regulations, contracts, grant agreements, and other guidelines. 

 Examine internal controls designed and placed in operation to promote and encourage the achievement of 
management’s control objectives in the categories of compliance, economic and efficient operations, 
reliability of records and reports, safeguarding of assets, and identifying weaknesses in those controls. 

 Determine whether management had taken corrective actions for findings included in our report 
No. 2011-006. 

 Identify statutory and fiscal changes that may be recommended to the Legislature pursuant to 
Section 11.45(7)(h), Florida Statutes. 

This audit was designed to identify, for those programs, activities, or functions included within the scope of the audit, 

deficiencies in management’s internal controls; instances of noncompliance with applicable laws, rules, regulations, 

contracts, grant agreements, and other guidelines; and instances of inefficient or ineffective operational policies, 

procedures, or practices.  The focus of this audit was to identify problems so that they may be corrected in such a way 

as to improve government accountability and efficiency and the stewardship of management.  Professional judgment 
has been used in determining significance and audit risk and in selecting the particular transactions, legal compliance 

matters, records, and controls considered. 

For those programs, activities, and functions included within the scope of our audit, our audit work included, but was 

not limited to, communicating to management and those charged with governance the scope, objectives, timing, 

overall methodology, and reporting of our audit; obtaining an understanding of the program, activity, or function; 
exercising professional judgment in considering significance and audit risk in the design and execution of the research, 

interviews, tests, analyses, and other procedures included in the audit methodology; obtaining reasonable assurance of 
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the overall sufficiency and appropriateness of the evidence gathered in support of our audit findings and conclusions; 
and reporting on the results of the audit as required by governing laws and auditing standards. 

The scope and methodology of this operational audit are described in Exhibit A.  Our audit included the selection and 

examination of records and transactions occurring during the 2012-13 fiscal year.  Unless otherwise indicated in this 

report, these records and transactions were not selected with the intent of projecting the results, although we have 

presented for perspective, where practicable, information concerning relevant population value or size and 
quantifications relative to the items selected for examination. 

An audit by its nature does not include a review of all records and actions of agency management, staff, and vendors, 

and as a consequence, cannot be relied upon to identify all instances of noncompliance, fraud, waste, abuse, or 

inefficiency. 
 

AUTHORITY 

Pursuant to the provisions of Section 11.45, Florida 

Statutes, I have directed that this report be prepared to 

present the results of our operational audit. 

 

David W. Martin, CPA 
Auditor General  

 

MANAGEMENT’S RESPONSE 

Management’s response is included as Exhibit B. 
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EXHIBIT A 
AUDIT SCOPE AND METHODOLOGY 

 

Scope (Topic) Methodology 

Information technology (IT) logical access controls and user 
authentication. 

Reviewed selected operating system, database, network, and 
application security settings to determine whether 
authentication controls were configured and enforced in 
accordance with IT best practices. 

IT access privileges and separation of duties. Reviewed procedures for maintaining and reviewing access to 
IT resources.  Tested selected access privileges over the 
operating system, database, network, and finance and HR 
systems to determine the appropriateness and necessity based 
on employees’ job duties and user account functions and 
adequacy with regard to preventing the performance of 
incompatible duties. 

IT logging and monitoring. Reviewed procedures and reports related to the capture, 
review, maintenance, and retention of selected system and 
security event logs.   

IT policies and procedures. Reviewed the College’s written policies and procedures to 
determine whether they addressed certain important IT 
control functions. 

IT data loss prevention. Reviewed the written security policies, procedures, and 
programs in effect governing the classification, management, 
and protection of sensitive and confidential information. 

IT security incident response. Reviewed the College’s written policies and procedures, plans, 
and forms related to security incident response and reporting. 

Board and committee meetings. Reviewed Board and committee minutes to determine 
whether Board approval was obtained for policies and 
procedures in effect during the audit period and for evidence 
of compliance with Sunshine law requirements (i.e., proper 
notice of meetings, ready access to public, and maintenance 
of minutes). 

Direct-support organization. Tested payments and transfers between the College and its 
direct-support organization to determine the legal authority of 
such payments. 

Student receivables. Determined whether student receivables were properly 
authorized, documented, and properly recorded.  Determined 
adequacy of collection efforts and whether uncollectible 
accounts written-off were properly approved.  Determined 
whether restrictions on student records and holds on 
transcripts and diplomas were adequate and enforced for 
delinquent accounts.   

Florida residency determination and tuition. Tested student registrations to determine whether the College 
documented Florida residency and correctly assessed tuition 
in compliance with Sections 1009.21 and 1009.22, Florida 
Statutes, and State Board of Education Rule 6A-10.044, 
Florida Administrative Code. 

  



DECEMBER 2013 REPORT NO. 2014-061 

 5 

EXHIBIT A (CONTINUED) 
AUDIT SCOPE AND METHODOLOGY 

Scope (Topic) Methodology 

Distance learning fees.   Determined whether distance learning fees were assessed and 
collected as provided by Section 1009.23(16)(b), Florida 
Statutes. 

Textbook affordability.   Examined supporting documentation to determine whether 
the College’s policies and procedures regarding textbook 
affordability were in accordance with Section 1004.085, 
Florida Statutes. 

Terminal pay.   Reviewed the College’s policies and procedures for terminal 
pay to ensure consistency with Florida law.  Tested former 
employees to determine appropriateness of terminal pay.   

Administrative employees’ compensation.  Reviewed administrative employees’ compensation to 
determine whether compensation did not exceed limits 
provided in Florida law. 

Presidents’ compensation.   Determined whether the President’s compensation was in 
accordance with Florida law, rules, and Board policies. 

Bonuses.   Determined whether employee bonuses were paid in 
accordance with Section 215.425(3), Florida Statutes. 

Purchasing card transactions.   Tested transactions to determine whether purchasing cards 
were administered in accordance with College policies and 
procedures.  Also, tested former employees to determine 
whether purchasing cards were timely cancelled upon 
termination of employment. 

Travel expenses.   Tested travel expenses to determine whether the travel 
expenses were reasonable, adequately supported, for valid 
College purposes, and limited to amounts allowed by Florida 
law. 

Contractual agreements.   Determined whether selected contractual services were 
supported by Board-approved contracts.  Also, examined and 
tested the aforementioned contracts to ensure that they were 
properly awarded and executed, and that contract terms were 
adequately supported. 

Construction administration.  For selected major construction projects, tested payments and 
supporting documentation to determine compliance with 
College policies and procedures and provisions of laws and 
rules.  Also, for construction management contracts, 
determined whether the College monitored the selection 
process of architects and engineers, construction managers, 
and subcontractors by the construction manager. 

Insuring architects and engineers. Determined whether the Board had adopted a policy 
establishing minimum insurance coverage requirements for 
design professionals, such as architects and engineers.  
Examined recent construction projects to determine whether 
architects and engineers provided evidence of the required 
insurance. 
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EXHIBIT A (CONTINUED) 
AUDIT SCOPE AND METHODOLOGY 

Scope (Topic) Methodology 

Electronic funds transfers and payments.  Reviewed College policies and procedures related to 
electronic funds transfers and payments.  Tested supporting 
documentation to determine whether selected electronic 
funds transfers and payments were properly authorized and 
supported. 

Adult general education program enrollment reporting.  Examined supporting documentation on a test basis to 
determine whether the College reported instructional and 
contact hours in accordance with Florida Department of 
Education requirements.   
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EXHIBIT B 
MANAGEMENT’S RESPONSE 

 




