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DEPARTMENT OF ECONOMIC OPPORTUNITY 

Selected Administrative Processes and Prior Audit Follow-Up 

SUMMARY 

This operational audit of the Department of Economic Opportunity (Department) focused on selected 
administrative processes and included a follow-up on the audit findings noted in our report No. 2012-070.  
Our audit disclosed the following:  

ADMINISTRATIVE PROCESSES 

Finding No. 1: Improvements are needed in the Department’s administration of its responsibilities under 
the Florida Single Audit Act. 

Finding No. 2: Department controls should be enhanced to ensure compliance with statutorily required 
social security number collection activity reviews and notifications to individuals specifying the need for and 
use of social security numbers.  

Finding No. 3: Department policies and procedures did not discourage personal use of State-owned 
smartphones and cellular telephones and should be enhanced to address text, data, picture, and video usage 
and to require that users attend security awareness training.  

Finding No. 4: Department tangible personal property records did not always include accurate information 
regarding the condition of property items.  Additionally, Department policies and procedures did not always 
reflect current operating practices and State requirements, and the Department did not always ensure that 
missing property items were timely reported and investigated. 

Finding No. 5: The Department did not maintain documentation supporting the accuracy of the insured 
values of its buildings and their contents.  

Finding No. 6: Department staff did not always conduct accounting system user access reviews in 
accordance with Department policies and procedures. 

LABOR MARKET STATISTICS CENTER 

Finding No. 7: As similarly noted in our report No. 2012-070, the Department did not ensure that the 
effectiveness of information technology security controls relevant to the Labor Market Statistics 
survey-related systems and processes were tested on a regular basis.   

BACKGROUND 

Effective July 1, 2011, and allowing for a 3-month transition period ending October 1, 2011, Chapter 2011-142, Laws 

of Florida, created the Department of Economic Opportunity (Department) by transferring functions of the former 

Agency for Workforce Innovation (AWI), Department of Community Affairs (DCA), and Office of Tourism, Trade, 

and Economic Development (OTTED) to the Department.  EXHIBIT A of this report shows the organizational 

structure of the Department as of February 2013.   

Pursuant to State law,1 the purpose of the Department is to assist the Governor in working with the Legislature, State 

agencies, business leaders, and economic development professionals to formulate and implement coherent and 

consistent policies and strategies designed to promote economic opportunities for all Floridians.  To carry out the 

Department’s mission, the Legislature established five Department divisions: 

 Strategic Business Development,  

                                                      
1 Section 20.60(4), Florida Statutes.   
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 Community Development,  

 Workforce Services,  

 Finance and Administration, and  

 Information Technology.  

For the 2012-13 fiscal year, the Department was authorized 1,625 positions and received appropriations totaling 

approximately $907 million.2 

FINDINGS AND RECOMMENDATIONS 

Selected Administrative Processes 

Inherent in the creation of any new State agency are challenges requiring the establishment of certain management 
processes to ensure that the resources available to the agency are properly identified, acquired, safeguarded, and 

utilized.  These challenges and the related risks are magnified by the consolidation of certain functions and the 

transfer of associated resources from three different agencies into the new Department of Economic Opportunity 

(Department).  It is Department management’s responsibility to develop and implement policies and procedures 

designed to effectively manage and minimize risks while ensuring that Department programs, activities, and functions 

are not disrupted.   

Sound policies and procedures provide benchmarks against which compliance can be measured and contribute to an 

effective control environment.  Each function within an organization needs complete, up-to-date, well-documented 

policies and procedures to describe the scope of the function, its activities, and the interrelationships with other 

functions of the organization.  Policies establish the organization’s direction, while procedures indicate how the 

policies are to be implemented and followed.  Policies and procedures should be periodically reevaluated and adjusted 
as necessary to accommodate changing conditions. 

Our audit included procedures to evaluate, for selected administrative processes, the design and implementation of 

Department controls, as well as the policies and procedures established by Department management and 

implemented by Department staff.  The results of our audit procedures disclosed control deficiencies related to 

certain administrative processes assigned or transferred to the Department. 

Finding No. 1:  Florida Single Audit Act 

State Financial Assistance (SFA) is financial assistance provided from State resources to non-State entities to carry out 

a State project and is to be administered in accordance with the requirements of the Florida Single Audit Act (FSAA),3 

Department of Financial Services (DFS) rules,4 and Rules of the Auditor General.5  The purpose of the FSAA, among 

other things, is to establish uniform State audit requirements for non-State entities receiving SFA; promote sound 
financial management of SFA; and ensure State agency monitoring, use, and follow-up on audits of SFA.   

The Catalog of State Financial Assistance (CSFA) lists State projects, by assigned CSFA numbers and assists users 

(e.g., SFA recipients and auditors) in obtaining general information on State projects (e.g., State project title and legal 

authorization).  The State Projects Compliance Supplement contains information for auditors such as the project’s 

                                                      
2 Chapter 2012-118, Laws of Florida, General Appropriations Act.    
3 Section 215.97, Florida Statutes.   
4 DFS Rules, Chapter 69I-5, Florida Administrative Code. 
5 Chapters 10.550 and 10.650, Rules of the Auditor General.   
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objectives, procedures, and compliance requirements relevant to an audit, as well as audit objectives and suggested 
audit procedures for assessing compliance with SFA requirements. 

DFS rules6 require that, when a State agency provides SFA, the State agency complete a Florida Single Audit Act 
Checklist for Non-State Organizations – Recipient/Subrecipient vs. Vendor Determination (Checklist) to determine the 
applicability of the FSAA to non-State organizations.  The Checklist assists State agencies in determining if the 
non-State organization is a vendor, recipient or subrecipient, or an exempt organization, and the Checklist is to be 
retained in each State agency’s records.   

DFS rules also require that, whenever a non-State organization is determined to be a recipient or subrecipient of SFA, 
standard audit language be included in the document that establishes the State’s, recipient’s, or subrecipient’s 

relationship with the non-State entity.  The FSAA also requires that a State awarding agency provide SFA recipients 

the information necessary to comply with the FSAA.  This is to be accomplished through an award agreement that 

includes language requiring that each recipient that expends $500,000 or more of SFA in any fiscal year obtain a State 

single audit or a project-specific audit conducted by an independent auditor.  In addition, the FSAA requires the SFA 
recipient to provide a copy of a financial reporting package (FRP) to the State awarding agency.  Among other things, 

the FRP is to address the recipient’s compliance with State project requirements, any deficiencies in internal controls, 

and the amount of SFA expended by the recipient in conducting the State project.   

The FSAA specifies that State awarding agencies are to review each recipient’s FRP to determine whether timely and 

appropriate corrective action had been taken with respect to any audit findings and recommendations.  An effective 
FRP review process is essential to ensure that the FRPs are timely received and appropriately reviewed, necessary 

corrective actions are taken, and reliable information is available for future funding and policy decisions.  Such a 

process should be established by State agency management and its requirements disseminated through written policies 

and procedures and other guidelines.  The process should include, for example, checklists to facilitate the review of 

the FRPs; a method to track the FRPs that are due, received, and reviewed; and specified agency actions for obtaining 

any FRPs not received and for following up on instances of recipient noncompliance or other noted deficiencies.   

According to Department records, the Department awarded $166 million in SFA to recipients during the period 

October 1, 2011, through February 28, 2013.  Our review of Department processes for making awards to and 

obtaining and reviewing FRPs from SFA recipients disclosed that the Department had not established or 

implemented effective processes or written procedures for awarding the SFA or for tracking the receipt of and 

reviewing the FRPs.  In addition, we examined documentation related to ten SFA awards totaling $13,082,123 and 
made by the Department during the period October 1, 2011, through February 28, 2013, and found that: 

 Contrary to DFS rules, the Department had not completed or retained Checklists for four of the ten SFA 
recipients. 

 Language in the SFA award agreements varied across Department program areas and in some instances the 
award agreements did not include all the information necessary for the recipient to comply with the FSAA 
requirements.  As a result, SFA recipients and post auditors may not have been made fully aware of the 
applicable FSAA requirements.  Specifically: 

 For three of the ten awards, the Department did not notify the recipients of the audit and accountability 
requirements for State projects as stated in the FSAA and applicable DFS and Auditor General rules. 

 For eight of the ten awards, the Department did not notify the recipients of all applicable State project 
information contained in the CSFA.   

                                                      
6 DFS Rule 69I-5.006, Florida Administrative Code. 
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 For three of the ten awards, the Department did not notify the recipients of all applicable project 
compliance requirements contained in the State Projects Compliance Supplement. 

 For five of the ten awards, the Department did not notify the recipients that, as a condition of receiving 
SFA, the Department, the DFS, and the Auditor General were allowed to review the working papers of 
the recipient’s independent auditor.   

 For three of the ten awards, the Department did not notify the recipients they were required to provide 
an FRP to the Department.   

We also requested evidence of Department receipt and review of ten recipients’ FRPs that were due to the 
Department during the period October 1, 2011, through February 28, 2013, and discovered that: 

 For five of the ten recipients, the Department was unable to provide evidence that an FRP had been received 
by the Department for their review. 

Absent established policies and procedures that promote compliance with the FSAA and provide for proper State 

project oversight, the Department has limited assurance that SFA will be properly administered by recipients and 

subject to the accountability required by the FSAA.  In addition, absent documentation of the SFA recipient 

determination, proper recipient notification of the FSAA requirements, and evidence of the timely receipt and review 
of required FRPs, the Department cannot demonstrate compliance with the FSAA or applicable State rules.  Further, 

without the timely receipt and appropriate review of the required FRPs, any recipient noncompliance or control 

deficiencies noted on audit may not be timely followed up on and resolved.  

Recommendation: We recommend that Department management establish and implement 
comprehensive policies and procedures to promote compliance with the FSAA and to provide for effective 
oversight of State projects and SFA.  Such policies and procedures should address documentation 
requirements and include a process for ensuring that required FRPs are timely received and properly 
reviewed and that any instances of recipient noncompliance or other noted deficiencies are timely followed 
up on and resolved.  

Finding No. 2:  Collection of Social Security Numbers 

The Legislature has acknowledged in State law7 that a person’s social security number (SSN) was never intended to be 

used for business purposes.  However, over time the SSN has been used extensively for identity verification and other 

legitimate consensual purposes.   

Recognizing that an SSN can be used to perpetrate fraud against an individual and acquire sensitive personal, financial, 
medical, and familial information, the Legislature specified8 that State agencies may not collect an individual’s SSN 

unless the agency is authorized by law to do so or it is imperative for the performance of the agency’s duties and 

responsibilities as prescribed by law.  Additionally, State agencies are required to provide each individual whose SSN is 

collected written notification regarding the purpose for collecting the number.  The SSNs collected may not be used 

by the agency for any purpose other than the purpose provided in the written notification.  State law further provides 

that SSNs held by an agency are confidential and exempt from public inspection and requires that each agency review 
its SSN collection activities to ensure the agency’s compliance with the requirements of State law and immediately 

discontinue SSN collection upon discovery of noncompliance.   

                                                      
7 Section 119.071(5), Florida Statutes. 
8 Section 119.071(5)(a)2.a., Florida Statutes.   
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According to Department management, during the period July 1, 2011, through February 28, 2013, the Department 
utilized the policies and procedures established by the AWI9 to administer the Department’s collection and use of 

SSNs.  Our examination of these policies and procedures disclosed that the statutory provision requiring the 

Department to review its collection of SSNs was not addressed and, consequently, the Department had not 

performed such a review.  We also reviewed Department forms used to collect individuals’ SSNs and identified seven 

forms for which the Department did not provide individuals with written notification of the purpose for collecting the 
SSNs.  In response to our audit inquiry, Department management stated that they were not aware of the statutory 

requirement and that, for one form, the collection of the SSNs was determined not necessary.    

Recommendation: We recommend that Department management ensure individuals are properly 
notified of the Department’s purpose for collecting their SSN.  In addition, we recommend that Department 
management enhance policies and procedures to ensure that a review of the Department’s SSN collection 
activities is performed as required by State law.   

Finding No. 3:  Smartphone and Cellular Telephone Usage 

To assist in the performance of their official duties, the Department provided smartphones10 and cellular telephones 

to certain Department employees.  According to Department records, as of February 13, 2013, the Department had 

125 smartphones and 31 cellular telephones available for staff use. 

According to Department management, during the period July 1, 2011, through February 28, 2013, the Department 

utilized the policies and procedures established by the AWI11 to manage the purchase, lease, and utilization of 
smartphones and cellular telephones.  The policies and procedures stated that only those charges which directly 

related to an employee’s official duties were to be paid from State funds and that State-owned smartphones and 

cellular telephones were only to be used for conducting official State business when a conventional State telephone or 

other free-use telephone was not readily available.  If personal calls were on the telephone billing, the employee was 

required to reimburse the State for the calls and pay a $3 processing fee.   

As part of our audit, we evaluated the policies and procedures utilized by the Department, performed analytical 

procedures related to smartphone and cellular telephone usage, and examined smartphone and cellular telephone 

reimbursement documentation for selected employees.  Our audit tests disclosed that:  

 Contrary to DFS guidance,12 the policies and procedures did not discourage the personal use of Department 
smartphones and cellular telephones.  During the period July 2011 through February 2013, the smartphone 
and cellular telephone invoice and reimbursement records for the six employees who most frequently 
reimbursed the Department for personal calls included 70 invoices with personal use reimbursements totaling 
$1,950, an amount equal to approximately 41 percent of the total $4,781 invoiced amount.  

 The policies and procedures did not provide guidance regarding text messaging, data, picture, and video 
usage.  Our review of the monthly usage and charges for 70 invoices with personal use reimbursements 
disclosed significant text messaging, data, picture, and video usage. 

 The Department’s process for identifying personal calls on smartphone and cellular telephone invoices and 
reimbursement records did not allow for a proper postaudit.  Department employees were to review the 
invoices and identify personal calls by highlighting the calls on the invoice.  Once the reimbursement for 

                                                      
9 Agency for Workforce Innovation Confidentiality of Records and Public Records Requests and Subpoenas policy and procedure, dated 
November 23, 2005.   
10 A smartphone is a cellular telephone with additional software functions, such as e-mail, data storage, and an Internet browser.  
11 Agency for Workforce Innovation Communications Equipment policy and procedure, dated May 1, 2007.  
12 DFS Reference Guide for State Expenditures.  
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personal use was made by the employee, the invoice was imaged and stored electronically.  However, during 
our review of smartphone and cellular telephone invoice and reimbursement records, we noted that no 
highlighting was visible on the imaged invoices; therefore, the personal calls were not identifiable and the 
Department could not demonstrate the accuracy of the amounts reimbursed by employees.   

Additionally, we noted that security awareness training had not been provided to the Department’s smartphone and 
cellular telephone users.  Such training is important as the devices may be used to send, receive, and store sensitive or 

confidential Department data.  Subsequent to our audit inquiry, Department management indicated that a training 

presentation had been created and, once approved, would be provided to all Department employees prior to being 

assigned a smartphone or cellular telephone.   

Policies and procedures that discourage the personal use of State-owned smartphones and cellular telephones; address 
messaging, data, picture, and video usage; and provide for a process whereby employee reimbursements for personal 

usage can be verified, help to provide additional assurance that smartphones and cellular telephones are being used for 

official business purposes and that State funds are not used to pay for any personal use charges.  

Recommendation: We recommend that Department management enhance the policies and procedures 
to discourage the personal use of smartphones and cellular telephones and to provide guidance on 
messaging, data, picture, and video usage.  We also recommend that the Department provide security 
awareness training to all employees assigned a smartphone or cellular telephone and that documentation of 
personal usage and the corresponding reimbursements clearly demonstrate the accuracy of the 
reimbursements. 

Finding No. 4:  Tangible Personal Property Controls 

DFS rules13 require that all tangible personal property with a value or cost of $1,000 or more and having a projected 
useful life of one year or more be recorded in the Florida Accounting Information Resource Subsystem (FLAIR) as 

property for inventory purposes.  DFS rules14 also specify that State agency custodians are to maintain adequate 

records of the property in their custody.  The rules require that documentation supporting the property records for 

each property item contain, among other things, the item’s description; class code; cost or value at acquisition; last 

physical inventory date; physical location; and condition.   

According to Department management, during the period July 1, 2011, through February 28, 2013, the Department 
utilized the policies and procedures established by the AWI15 for the acquisition, control, and disposition of all 

tangible personal property.  These policies and procedures required that, at the conclusion of each physical inventory, 

General Services staff notify the Inspector General’s Office, and the Director of Agency Support Services of all 

missing property.  Missing items were to be reported on a Notification of Missing Property Form (Form).   

Our review of the policies and procedures and Department tangible personal property records disclosed areas where 
improvements were needed to better ensure the accurate recording and safeguarding of Department property.  

Specifically: 

 Department property records did not always appear to be accurate.  For example, as of January 31, 2013, 
there were 3,338 property items recorded in Department property records and the condition for 3,076 of the 
items was shown as “new” even though 1,296 (42 percent) items had been acquired during the period 
January 1996 through December 2008.  The acquisition costs for these 1,296 items totaled $3,259,920.    

                                                      
13 DFS Rule 69I-72.002, Florida Administrative Code.  
14 DFS Rule, 69I-72.003(1), Florida Administrative Code.   
15 Agency for Workforce Innovation Property Management policies and procedures, dated March 9, 2009.  
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 The policies and procedures used by the Department did not always reflect current operating practices and 
the provisions of applicable State administrative rules.  For example, as the policies and procedures 
established by the AWI were still being used, there were references to obsolete AWI position titles, such as 
the Director of Agency Support Services.  The policies and procedures also referenced Rules of the Auditor 
General that were repealed effective July 1, 2006.   

 Contrary to the policies and procedures, the Department’s General Services staff did not timely notify the 
appropriate parties when 8 items (four laptop computers and four desktop computers), with acquisition costs 
totaling $12,645, were identified as missing during the Department’s 2011-12 fiscal year physical inventory.  
In response to our audit inquiry, Department management indicated that the oversight may have resulted 
from the transition of property items from the AWI, the DCA, and the OTTED and that new staff had 
performed the physical inventory.  Subsequent to our audit inquiry, Department management provided a 
detailed property list of the 8 missing items to the Department’s Inspector General and Chief Financial 
Officer, but did not provide the Forms which indicated whether or not the 8 missing items contained 
confidential information.  We noted that while the Form for 4 of the 8 missing items showed that the items 
did not contain confidential information, the Forms for the other 4 items indicated that it was “unknown” as 
to whether or not the item contained confidential information.  Although the policies and procedures did not 
require that the Forms be submitted to the Department’s Inspector General and Chief Financial Officer, the 
information included on the Forms could aid in the investigation of missing property.   

Absent effective tangible personal property controls, Department management lacks assurance regarding the accuracy 

of the information needed to maintain accountability over Department property, as well as the extent of Department 
compliance with applicable State laws and DFS rules.  Additionally, absent timely and appropriate notification of 

missing items identified during the physical inventory, the Department cannot ensure that an investigation will be 

timely conducted and that timely and appropriate corrective actions will be taken.  For those property items with data 

storage capabilities, a timely investigation is especially important so that Department management can determine the 

impact of any potential loss or exposure of confidential information. 

Recommendation: We recommend that Department management enhance Department tangible 
personal property policies and procedures to accurately reflect State requirements and Department 
processes and to better ensure the accuracy of Department FLAIR property records.  Additionally, we 
recommend that Department management ensure that applicable parties are timely notified of property 
items identified as missing during the physical inventory process so that a timely investigation can be 
conducted and appropriate corrective actions can be taken. 

Finding No. 5:  Property Insurance 

State law16 provides that the State Risk Management Trust Fund, administered by the DFS, shall insure all 

State-owned buildings and the contents thereof or any other building leased or rented by the State.  State agencies are 

responsible for making sure that all buildings and contents are reported to the DFS, Division of Risk Management, 

with accurate insured values.  Such values are utilized by the Division of Risk Management to determine the annual 
premiums assessed to State agencies.  To indemnify the Department for potential losses, Department staff reported 

the insured values for the Department’s buildings and their contents and obtained annual insurance certificates from 

the Division of Risk Management. 

Our examination of the Department’s insurance certificates for the 2011-12 and 2012-13 fiscal years disclosed that the 

Department did not maintain documentation supporting the accuracy of the insured values reported to the Division 
of Risk Management and shown on the insurance certificates.  In response to our audit inquiry, Department 

management stated that FLAIR records were always used to develop the building and content values used in the 
                                                      
16 Section 284.01, Florida Statutes. 
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determination of insured values.  Specifically, the building values were taken directly from FLAIR and the content 
values were calculated by taking the total acquisition cost of inventoried property items (by location) and adding a 

standard allocation for non-inventoried property based on the number of employees at the specific location.  

However, the Department had not maintained the historical FLAIR and allocation records used to determine the 

insured values for the 2011-12 and 2012-13 fiscal years.   

Absent documentation to support the determination of insured values, the Department is unable to demonstrate that 
the amount of insurance coverage obtained is accurate and an appropriate amount upon which to base the 

Department’s premium assessments. 

Recommendation: We recommend that Department management ensure that documentation 
supporting the determination of insured values be retained to demonstrate the accuracy of the amounts 
reported to the Division of Risk Management and used to determine the Department’s premium 
assessments. 

Finding No. 6:  FLAIR User Access Reviews 

Effective information technology (IT) security administration policies and procedures provide for the periodic review 

of user access privileges to reduce the risk of unauthorized system access.  Department policies and procedures 

required the performance of bi-monthly FLAIR user access reviews that included confirming with applicable 

Department management the continued appropriateness of employees’ FLAIR access privileges.   

Our audit procedures disclosed that Department staff had not performed bi-monthly FLAIR user access reviews.  
Specifically, we examined Department FLAIR user access review documentation and found that only five reviews had 

been performed during the 17-month period of October 2011 through February 2013.  Our examination also 

disclosed that Department manager responses regarding the continued appropriateness of employee access privileges 

were not available for 11 of the 30 confirmation requests included as part of the five reviews.  Additionally, although 

10 of the 19 responses provided by Department managers requested that employees’ FLAIR access privileges be 
removed, we noted that Department staff had not taken appropriate action for 4 of the 10 responses.  In response to 

our audit inquiry, Department staff indicated that an increase in workload due to the transition of functions and 

personnel to the Department contributed to the reviews not being completed in accordance with established policies 

and procedures. 

Absent timely and complete reviews of FLAIR user access privileges, the risk of loss and unauthorized disclosure, 

modification, or destruction of critical Department data and information technology resources is increased. 

Recommendation: We recommend that Department management ensure that FLAIR user access 
reviews are timely completed in accordance with established policies and procedures. 

Labor Market Statistics Center 

Finding No. 7:  LMS Center Information Technology Security Controls 

In our report No. 2012-070 we noted that the Department managed a Statewide employment statistics system through 

its Labor Market Statistics (LMS) Center, which was fully funded by the United States Department of Labor 

(USDOL), Bureau of Labor Statistics (BLS), and the USDOL, Employment Training Administration.  The BLS Labor 
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Market Information Federal and State Cooperative Agreement17 (Agreement) between the BLS and the Department provided 
for the production of various statistical programs, including an Occupational Employment Statistics (OES) Program, 

which produced estimates of the number of workers and wage ranges by occupation.   

The LMS Occupational Analysis Section, within the Department’s LMS Center, was responsible for collecting from 

businesses OES Program survey data, which included information on employees and their wages in nearly 

700 occupations within 400 industries at the national, state, and metropolitan levels.  This data was used at the 
national level by the BLS to produce employment and wage estimates for, among other things, projecting future 

employment needs, informing schools and other training institutions about the skills and knowledge employers need, 

comparing occupational wages across geographic regions and among industry sector, and providing information on 

earnings for occupations.   

Due to the confidentiality of the survey responses under Federal law, our prior audit of the OES Program survey 

process was limited to obtaining an understanding of the flow of survey data between State and Federal systems and 
comparisons of systems data at a summary level.  In our report No. 2012-070, finding No. 1, we noted that the 

Agreement required the Department to have in place a system of IT security controls, consistent with industry 

standards and State and Federal laws, as applicable, that were tested on a regular basis.  The Agreement also required 

that the Department make reports on the audit of such controls available to authorized BLS staff upon request.  

However, we found that the Department had not conducted a review of its survey-related systems and processes and, 
therefore, we recommended that Department management ensure that the effectiveness of relevant IT security 

controls be tested on a regular basis.   

As part of our follow-up procedures, we evaluated Department efforts to ensure the effectiveness of relevant 

IT security controls and again found that the Department had not performed reviews of Department IT security 

controls and data related to the LMS survey-related systems and processes.  According to Department management, 
the reviews had not been performed because the applications used by the LMS were developed and maintained by the 

BLS, not the Department.  Subsequent to our audit inquiry, the Department contacted the BLS and, after receiving 

clarification from the BLS’ Division of Management Systems, Department management indicated that the Office of 

Inspector General’s work plan would be revised to include projects related to the LMS Center.   

Absent regular tests of IT security controls, including those relevant to the LMS survey-related systems and processes, 

the Department has limited assurance as to the effectiveness of those controls in protecting sensitive and critical 
IT resources.     

Recommendation: We recommend that the Department continue its efforts to ensure that the 
effectiveness of relevant LMS Center IT security controls are tested on a regular basis. 

PRIOR AUDIT FOLLOW-UP 

Except as discussed in the preceding paragraphs, the Department had taken corrective actions for the findings 
included in our report No. 2012-070.  

                                                      
17 Administrative Requirements of Cooperative Agreement between the BLS and the AWI, CA # LM-20330-11-75-J-12, effective 
October 10, 2010, page I-1. 
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OBJECTIVES, SCOPE, AND METHODOLOGY 

The Auditor General conducts operational audits of governmental entities to provide the Legislature, Florida’s 

citizens, public entity management, and other stakeholders unbiased, timely, and relevant information for use in 

promoting government accountability and stewardship and improving government operations. 

We conducted this operational audit from February 2013 through June 2013 in accordance with generally accepted 

government auditing standards.  Those standards require that we plan and perform the audit to obtain sufficient, 

appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives.  

We believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on our audit 

objectives.   

This operational audit focused on selected administrative issues.  The overall objectives of the audit were:   

 To evaluate management’s performance in establishing and maintaining internal controls, including controls 
designed to prevent and detect fraud, waste, and abuse, and in administering assigned responsibilities in 
accordance with applicable laws, administrative rules, contracts, grant agreements, and guidelines. 

 To examine internal controls designed and placed in operation to promote and encourage the achievement of 
management’s control objectives in the categories of compliance, economic and efficient operations, the 
reliability of records and reports, and the safeguarding of assets, and identify weaknesses in those internal 
controls. 

 To identify statutory and fiscal changes that may be recommended to the Legislature pursuant to Section 
11.45(7)(h), Florida Statutes. 

Our audit also included steps to determine whether management had corrected, or was in the process or correcting, all 

deficiencies noted in our report No. 2012-070. 

This audit was designed to identify, for those programs, activities, or functions included within the scope of the audit, 
deficiencies in management’s internal controls, instances of noncompliance with applicable governing laws, rules, or 

contracts, and instances of inefficient or ineffective operational policies, procedures, or practices.  The focus of this 

audit was to identify problems so that they may be corrected in such a way as to improve government accountability 

and efficiency and the stewardship of management.  Professional judgment has been used in determining significance 

and audit risk and in selecting the particular transactions, legal compliance matters, records, and controls considered. 

As described in more detail below, for those programs, activities, and functions included within the scope of our 

audit, our audit work included, but was not limited to, communicating to management and those charged with 

governance the scope, objectives, timing, overall methodology, and reporting of our audit; obtaining an understanding 

of the program, activity, or function; exercising professional judgment in considering significance and audit risk in the 

design and execution of the research, interviews, tests, analyses, and other procedures included in the audit 
methodology; obtaining reasonable assurance of the overall sufficiency and appropriateness of the evidence gathered 

in support of our audit’s findings and conclusions; and reporting on the results of the audit as required by governing 

laws and auditing standards. 

Our audit included the selection and examination of transactions and records.  Unless otherwise indicated in this 

report, these transactions and records were not selected with the intent of statistically projecting the results, although 

we have presented for perspective, where practicable, information concerning relevant population value or size and 
quantifications relative to the items selected for examination. 
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An audit by its nature, does not include a review of all records and actions of agency management, staff, and vendors, 
and as a consequence, cannot be relied upon to identify all instances of noncompliance, fraud, abuse, or inefficiency. 

In conducting our audit we:     

 Reviewed Department documentation to determine whether the Department developed and implemented a 
transition plan to facilitate the transfer, pursuant to Chapter 2011-142, Laws of Florida, of the applicable 
functions of the AWI, the DCA, and OTTED. 

 Examined 70 smartphone and cellular telephone invoices received for payment by the Department during the 
period July 2011 through February 2013 and related to equipment assigned to six Department employees to 
determine whether the invoices had been reviewed by the employees and Department management for the 
appropriateness of usage charges and whether any charges for personal use had been reimbursed by the 
employees in accordance with Department policies and procedures.   

 Reviewed ten State Financial Assistance (SFA) awards totaling $13,082,123 and granted by the Department 
during the period October 1, 2011, through February 28, 2013, to assess Department compliance with the 
requirements of the Florida Single Audit Act (FSAA). 

 Evaluated the Department’s process for reviewing Financial Reporting Packages (FRPs) due to the 
Department from ten SFA recipients during the period October 1, 2011, through February 28, 2013, to 
determine whether the Department timely received and reviewed the FRPs for compliance with the 
requirements of the FSAA. 

 Evaluated Department policies, procedures, and processes for collecting and utilizing social security numbers 
to determine the extent of Department compliance with the requirements of State law. 

 Tested documentation for the FLAIR user access reviews conducted by the Department during the period 
October 2011 through February 2013 to determine whether the Department had timely performed the 
reviews and had taken appropriate action on the issues noted in accordance with Department policies and 
procedures. 

 Examined documentation for eight tangible personal property items with acquisition costs totaling $12,645 
that were identified as missing during the Department’s 2011-12 fiscal year physical inventory to determine 
whether the Department complied with relevant laws, rules, and Department policies and procedures in 
reporting and investigating the missing items.  

 Examined records related to the disposal, during the period July 2011 through February 2013, of 32 tangible 
personal property items with acquisition costs totaling $105,000 to determine whether the Department 
disposed of the property items in accordance with governing laws, rules, and Department policies and 
procedures.  

 Reviewed 2011-12 and 2012-13 fiscal year property insurance documents to determine whether the 
Department timely submitted updates to the Division of Risk Management and whether the Department 
maintained adequate documentation to support the reported insured values. 

 Reviewed applicable laws, rules, and other State guidelines to obtain an understanding of the legal framework 
governing Department operations. 

 Interviewed Department personnel and reviewed established policies and procedures to obtain an 
understanding of Department internal controls related to tangible personal property, the Department’s 
administration of the State Purchasing Card Program, wireless communications and other devices, travel 
expenditures, fixed capital outlay, FLAIR user access controls, and the FSAA. 

 Observed, documented, and evaluated the effectiveness of selected processes and procedures for the 
management of Department tangible personal property, State Purchasing Card Program activities, wireless 
communications and other devices, travel expenditures, fixed capital outlay, FLAIR user access controls, and 
FSAA activities.  
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 Evaluated Department actions taken to correct the deficiencies noted in our report No. 2012-070.  
Specifically: 

 Interviewed Department personnel and evaluated the Department’s process for reconciling and verifying that 
the wage and salary data in the Labor Market Statistics (LMS) Center databases and on the various LMS 
Center Web sites were in agreement. 

 Reviewed IT agreements between the Department and the USDOL BLS and interviewed Department 
personnel to determine whether the Department had complied with the terms of the agreements by 
conducting regular reviews of Department IT security controls and data related to the LMS survey-related 
systems and processes. 

 Examined documentation for six LMS contracts active during the period July 1, 2011, through 
February 28, 2013, to determine whether the contracts included a scope of work and that the Department 
had reviewed and approved subcontractor agreements. 

 Examined documentation of programmatic monitoring reviews conducted by the Department during the 
period July 1, 2011, through February 28, 2013, for five Regional Workforce Boards to determine whether the 
Department timely performed the reviews and received corrective action plans from the Regional Workforce 
Boards. 

 Examined guidance documentation made available to Department and Regional Workforce Board staff to 
determine whether the Department had developed policies and procedures or training materials to aid staff in 
identifying instances of suspected fraud, waste, and abuse. 

 Communicated on an interim basis with applicable officials to ensure the timely resolution of issues involving 
controls and noncompliance.  

 Performed various other auditing procedures, including analytical procedures, as necessary, to accomplish the 
objectives of the audit.  

 Prepared and submitted for management response the findings and recommendations that are included in 
this report and which describe the matters requiring corrective actions.  

 

AUTHORITY 

Section 11.45, Florida Statutes, requires that the Auditor 

General conduct an operational audit of each State 
agency on a periodic basis.  Pursuant to the provisions 

of Section 11.45, Florida Statutes, I have directed that 

this report be prepared to present the results of our 

operational audit. 

 

David W. Martin, CPA 
Auditor General 

 

MANAGEMENT’S RESPONSE 

In a response letter dated November 7, 2013, the 

Executive Director of the Department provided 
responses to our audit findings and recommendations. 

The Executive Director’s response is included as 

EXHIBIT B. 
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EXHIBIT A 
DEPARTMENT OF ECONOMIC OPPORTUNITY  

ORGANIZATIONAL STRUCTURE AS OF FEBRUARY 13, 2013

GOVERNOR

Division of 
Strategic 
Business 

Development
(from OTTED)

Office of 
Business 

Development 
and Support

Office of       
Film and 

Entertainment

Office of 
Planning, 
Program 

Evaluation,     
and Partnership 
Coordination

Office of 
General 
Counsel

Office of  
Chief of Staff

Public Affairs 
Communications

Legislative  
Affairs Director

Deputy 
Legislative  

Affairs Director

Office of 
Equal 

Opportunity

Office of the 
Inspector 
General

Assistant 
Executive 
Director

Division of 
Workforce 

Services
(from AWI)

Bureau of  
One Stop and 

Program 
Support

Bureau of 
Reemployment 
Assistance (RA) 

Program

RA   
Operations

RA        
Appeals

Bureau of 
Labor Market 
Information

Division of 
Community 

Development
(from DCA)

Office of 
Economic 

Development

Office of 
Housing and 
Community 

Development

Division of 
Finance and 

Administration

Bureau of  
Human 

Resource 
Management

Bureau of 
Financial 

Monitoring and 
Accountability

Bureau of 
Budget 

Management

Bureau of 
Financial 

Management

Bureau of     
General 
Services

Division of 
Information 
Technology

Workforce 
Services and 

Administrative 
Support

System 
Operations        
and Services

RA            
System      
Support    
Services

RA 
Modernization 

Project

Executive     
Director

Source:  Department records and Laws of Florida.
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EXHIBIT B  
MANAGEMENT’S RESPONSE 
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EXHIBIT B (CONTINUED) 
MANAGEMENT’S RESPONSE 
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EXHIBIT B (CONTINUED) 
MANAGEMENT’S RESPONSE 
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EXHIBIT B (CONTINUED) 
MANAGEMENT’S RESPONSE 
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EXHIBIT B (CONTINUED) 
MANAGEMENT’S RESPONSE 

 


