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SUMMARY

Flotida law' establishes that the Division of
Emergency Management (Division) within the
Department of Community Affairs (Department)
has the responsibility for maintaining a
comprehensive Statewide program of emergency
management2 to ensure that Florida will be
sufficiently prepared to manage all hazards. In
addition, after the unprecedented attacks on the
United States of America on September 11, 2001,
the Florida Legislature amended Florida law’ to
change State agency disaster preparedness from
an individual agency responsibility primarily in
response to an emergency within its own agency
to a coordinated requirement for disaster
preparedness. The 2004 hurricane season
renewed concerns about how prepared State of
Florida Executive Branch agencies were in the
event a hurricane occurred in the Tallahassee,
Florida area.

The disaster preparedness plans, otherwise
referred to as Continuity of Operations (COOP)
plans, establish policy and guidance to ensure the
execution of Florida’s Executive Branch agencies’
mission essential functions in the event that any
State agency or facility is threatened,
incapacitated, or required to relocate its personnel
or functions. The amendments to Florida law"
assigned the Division specific duties to provide
guidelines for developing and implementing
COOP plans and to approve State agencies’
COOP plans. The head of each Executive agency

! Section 20.18(2)(a), Florida Statutes
2 Section 252.35, Florida Statutes

3 Section 252.365, Florida Statutes

4 Section 252.365, Florida Statutes

covered by this amendment and the appointed
State agency emergency coordination officer are
assigned specific duties related to the State
agency’s COOP plan  preparation and
implementation.

Our audit focused on COOP plan and information
technology  (IT)  disaster recovery plan
preparation, approval, and implementation for the
period March 2005 through June 2005, including
selected actions through August 2005, at the
following Executive Branch agencies: the
Department of Community Affairs (DCA), State
Technology Office (STO), Department of
Management Services (DMS), Department of
Transportation (DOT), Department of Health
(DOH), Department of Agriculture and
Consumer Services (DACS), Department of
Business and Professional Regulation (DBPR),
Department of State (DOS), and Department of
Citrus (Citrus). We also evaluated the Division’s
progress with providing State agencies guidance
for preparing and implementing their COOP and
IT disaster recovery plans and the process used by
the Division to approve the State agency COOP
plans as required by Florida law’.

The results of our audit are summarized below:

Finding No.1: COOP plans prepared by
Executive Branch agencies and submitted to the
Division for approval did not in all instances meet
the requirements outlined in Florida law or the
Division’s COOP Implementation Guidance and
not all plans had been approved as of August
2005.

5 Section 252.365, Florida Statutes
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Finding No. 2: Division procedures to ensure
that State agency IT disaster recovery plans are
complete and viable needed improvement. Not
all agency plan testing had been completed or
petformed annually as of June 2005, and some
agency plans lacked evidence of being updated
since the original version was prepared.

Finding No. 3: Division procedures for
providing guidance and approval of State agency
COOP and IT disaster recovery plans needed
improvement.

Finding No. 4: Division COOP Implementation
Guidance concerning the Division’s periodic
review of the State agency COOP plans needed
clarification, and the periodic review was not
addressed in existing Florida law.

Finding No. 5: Distribution controls protecting
the nonpublic contents of COOP and IT disaster
recovery plans needed improvement.

BACKGROUND

COOP planning is necessary for State agencies to
ensure the continuation of essential operations in the
event of a major disruption or disaster. A renewed
focus on COOP plans has occurred following more
recent events such as the terrorism incidents of the
Oklahoma City Bombing, the attack on the World
Trade Center on September 11, 2001, and the 2004
Florida hurricane season. These incidents heightened
awareness of the need for a viable COOP plan, along
with the comprehensive Statewide program of
emergency management, which is needed to ensure
the success of the continuity of government. This
planning enables State agencies to continue their
mission essential functions across a broad range of
emergencies, whether man-made or natural, and
continue providing their services to the public. As a
result, COOP plans are no longer simply a good
business practice that each State agency should have,

but have become a requirement in Florida law”.

6 Section 252.365, Florida Statutes

Florida law’ requires that a disaster preparedness plan
be developed by July 1, 2003, for all State of Florida
Executive Branch departments, agencies,
commissions, water management districts, universities,
prisons, and independent organizations, hereinafter
referred to as State agencies. All office buildings or
facilities owned, operated, or maintained by the State
of Florida shall develop and implement
comprehensive  disaster  preparedness  plans,
hereinafter referred to as COOP plans. The plans were
to be developed in coordination with the applicable
local emergency-management agency (county agency)

and the Division.

Florida law” states that COOP plans should identify, at
a minimum, the following elements: identification of
essential  functions, programs, and personnel;
procedures to implement the plan, and personnel
notification and accountability; delegations of
authority and lines of succession; identification of
alternative facilities and infrastructure, including those
for communications; identification and protection of
vital records and databases; and schedules and
procedures for periodic tests, training, and exercise.
The COOP plan emphasizes the recovery of a State
agency’s operational capability and may not necessarily
include the information technology operations. An IT
disaster recovery plan that addresses the recovery of
essential information technology functions used by a
State agency to perform its mission essential functions
is often a separate plan but a required element of the
overall disaster preparedness process. An IT disaster
recovery plan refers to a coordinated strategy
involving plans, procedures, and technical measutes
that enable the recovery of IT systems, operations, and

data after a major disruption or disaster.

On September 9, 2002, the Division provided the
State agencies written guidance in a COOP
Implementation Guidance document. Additional

information was provided to assist the State and

7 Section 252.365, Florida Statutes
8 Section 252.365(3)(b), Florida Statutes
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county agencies in developing a viable COOP plan

and was made available on the Division’s Web site.

Along with the implementation guidance, a County
Coordination Checklist was provided initially on
January 31, 2003, and an updated version was
distributed on June 14, 2004, to provide assistance for
addressing information needed in the COOP plans.
This checklist provided the State agencies with the
ability to assure that their plans contained all of the
required information, as set forth in Florida law’, and
assist the applicable county agency and the Division in

the approval of the State agencies” COOP plans.

The Division recommended that the completed State
agency COOP plans and County Coordination
Checklist for each facility be submitted to the county
agency where the facility is located. Each county
agency was to review the State agency’s plan to assure
that its plan would not adversely affect the county’s
COOQOP plan or the county’s comprehensive Statewide
program of emergency management. ‘The county
agency was to submit the State agency’s COOP plan
and the County Coordination Checklist to the
Division for final approval. The plans were to be
reviewed to ensure that all the criteria on the County
Coordination Checklist had been met and that the
county agency did not have any issues with the plan
before the Division approved the plan. If the plan
was denied, the County Coordination Checklist would
be returned to the State agency with documentation
indicating what areas needed to be addressed in the
plan. If the plan was approved, a letter was sent to the
State agency indicating that the plan had passed the

Division’s approval process.

On May 30, 2003 the STOw, in coordination with the
Division, released an IT disaster recovery plan
guidance, template, and checklist to be used by State
agencies in the preparation of their IT disaster
recovery plans. These documents were provided to

each of the Executive Branch agency heads, each

9 Section 252.365, Florida Statutes
10 B ffective July 1, 2005, the responsibilities of the STO
wete assimilated by DMS.

agency Chief Information Officer (CIO), and each
agency COOP Coordinator.

During our audit, we noted aspects of the State agency
COOP plan and IT disaster recovery plan preparation,
approval, and implementation process, and Division
oversight thereof, that needed improvement. These

matters are discussed in the following paragraphs.

Finding No. 1:
State Agency COOP Plans

As previously discussed, Florida law'' provided
requirements for minimum contents within State
agency COOP plans to be competed by July 1, 2003;
separate COOP plans to be developed for individual
State agency facilities; coordination with the county
agencies; and approval by the Division.  The
Division’s COOP Implementation Guidance required
each State agency to submit its COOP plan to the

Division for approval on or before June 30, 2003.

Based on information compiled by the Division, since
the COOP plan development process began in
September 2002, 38 State agencies and 67 counties had
developed plans. The Division reported that the 38
State agencies were required by Florida law'” to create
plans for all of their essential facilities, and these State
agencies identified their essential facilities based on the
functions of the facility. According to the Division, all
38 State agency COOP plans had been submitted to
the Division. However, as of August 12, 2005, 14 out
of 38 (37 percent) State agency COOP plans had not
been approved by the Division.

We examined each of the nine State agency COOP
plans included in our audit to determine whether the
plans contained all elements required in Florida law'.
The County Coordination Checklist template provided
by the Division itemized all of the COOP plan
required elements. Our audit tests disclosed that the

Division had given eight of the nine State agency

11 Section 252.365(3)(a)/ (c), Florida Statutes
12 Section 252.365, Florida Statutes
13 Section 252.365(3)(a)/(b), Florida Statutes
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COOP plans a pass status. DOH was not given a
pass because the Division review of DOH’s COOP
plan and County Checklist indicated that more work

was needed to address most of the required elements.

Of the eight State agency COOP plans with a pass
status, seven had been approved by the Division.
DBPR’s COOP plan had not been approved by the
Division as of June 30, 2005. DBPR, with four
facilities within Leon County, had requested approval
from the Division for DBPR to have one COOP plan
for Leon County addressing the four facilities and one
County Coordination Checklist for the Leon County
facilities. According to Division staff, the Division’s

approval of this change was pending.

Without a completely developed, implemented, and
approved COOP plan, the risk is significantly
increased that a State agency will not be prepared to
continue its mission critical functions in the event of a

major disruption or disaster.

Recommendation: The Division should work
with the State and county agencies to complete
and approve all State agency COOP plans as
required by Florida law and the Division’s COOP
Implementation Guidance to help ensure
continuation of State agency mission critical
functions in the event of a major disruption or
disaster.

Finding No. 2:
Division Guidance For IT Disaster Recovery

Plans

State agency COOP plans are required by Florida law'*
to identify a baseline of preparedness for a full range
of potential emergencies, thereby establishing a viable
capability to perform essential functions during any
emergency or other situation that disrupts normal
operations. Most organizations today are heavily
dependent on information systems for their critical
business functions, which «create an inherent
relationship between an IT system and the business

process it supports. Ultimately, an organization would

14 Section 252.365(3)(a), Florida Statutes

use a suite of plans to properly prepare response,
recovery, and continuity activities for disruptions
affecting the organization’s mission essential systems,
including IT systems. IT disaster recovery planning
represents a broad scope of activities designed to
sustain and recover critical IT services following an
emergency. While Florida law" regarding agency
COOP plans does not specifically address IT disaster
recovery plans, STO rules'® require a written IT
disaster recovery plan that has been tested at least
annually to provide for the prompt and effective
continuation of critical State missions in the event of a
disaster. Equally important, an IT disaster recovery
plan must be continually maintained, updated, and
tested. A plan that is not maintained and tested may
prove to be ineffective or may exacerbate the

problems in an actual processing disruption.

During our audit testing of the IT disaster recovery
plan process, we were provided guidance and checklist
documents that had been developed for the State
agencies to use in preparation of their plans. The STO
and the Division had informally agreed that the STO
would provide the templates, guidance, and checklists
for the State agency IT plans, and that the STO would
participate in the review process. We noted the
following deficiencies relating to the monitoring of the

IT disaster recovery plan process:

» The Division had not clatified the relationship
of the IT disaster recovery plan to the COOP
plan or addressed the IT disaster recovery
plan in the COOP Implementation Guidance.

»  While IT disaster recovery plan guidance and
checklist documents were prepared by the
STO, the Division’s original informal
agreement with the STO did not address:

e Approval of the plans as an expected
outcome,

e Any procedures for documentation
retention to show that the reviews had
been completed, or

15 Section 252.365, Florida Statutes
16 Chapter 60DD-2.007(2)(a)/ (b), Flotida Administrative
Code
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e Any provision for documented treview
comments of items that were deficient if
the plans were not adequate.

In addition, the STO’s memorandum to the State
agency heads, dated May 30, 2003, that
accompanied the STO’s IT disaster recovery plan
guidance, template, and checklist to be used by the
agencies, provided for the STO to conclude its
review of State agency IT disaster recovery plans
at the end of August 2003. According to the
STO, it subsequently returned all documentation
relating to the IT disaster recovery plans to the
State agencies. In response to our audit inquiry,
the Division Technological Planning Manager
indicated that the Division was not aware of the
STO memorandum and the scheduled ending of

the review until December 2004, over a year later.

» As a result of the discontinuance of the STO
review of the IT disaster recovery plans and
the Division being unaware of this condition,
the Division had not resumed or completed
the IT disaster recovery plan review and
approval process. The Division had ultimate
responsibility for providing guidance in the
preparation and implementation of the State
agency COOP plans, including the IT disaster
recovery plans, and ensuring that the State
agency COOP plans are approved when they
meet the criteria as provided in Division’s
COOP Implementation Guidance. According
to the Division’s IT disaster recovery plan
status report dated March 14, 2005, it had not
received 19 of 38 (50 percent) State agency IT
disaster recovery plans for review.

Of the nine State agencies included in our audit, eight
State agencies had prepared an IT disaster recovery
plan. The remaining agency, DMS, was included in
the STO’s plan because the STO was responsible for
DMS’s IT services. As a result of our audit testing to
determine if the eight State agency IT disaster recovery
plans followed appropriate business practices in the
development and implementation of their IT disaster

recovery plans, we also found:

» Six of the eight (75 percent) State agencies
were at various stages of testing their IT
disaster recovery plans but their testing had
either not been completed, or had not been
performed at least annually as required by the
STO rule'’. During our audit, various agencies
within our scope expressed the need for
clarification addressing the
comprehensiveness of testing intended to be
performed annually pursuant to the rule.
Some agencies expressed concern over the
significant task of trying to perform a
comprehensive test of the entire entity each
year.

» The IT disaster recovery plan guidance
document addressed a change management
element to update the plan to keep it current
and effective. Each plan contained
procedures addressing change management.
However, the IT disaster recovery plan
guidance did not specify any requirement to
track  changes. Evidence, such as
modification dates or version numbers, did
not exist in six of the eight (75 percent) plans
to demonstrate that the plans had been
changed and, therefore, precluded us from
determining whether the plans were being
appropriately updated.

Without the Division completing the monitoring of
the IT disaster recovery plan process, providing the
State agencies with feedback of the deficiencies found
in the plans, and providing proper guidance relating to
tracking of plan changes, the risk is increased that the
State agency plans will not be completed, kept current,
and be effective to help ensure that State agencies
have adequately addressed the mission critical IT
functions to maintain a comprehensive and complete

State agency COOP plan.

Recommendation: The  Division  should
resume the IT disaster recovery plan review and
approval process to ensure that all 38 State agency
IT disaster recovery plans have been completed
and approved. The Division should also update
the IT disaster recovery plan guidance to include
a methodology for tracking changes. The State
agencies should satisfy all requirements,
including  periodic  testing and change

" Chapter 60DD-2.007(2)(b), Florida Administrative Code
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management requirements, and follow the
Division’s methodology to indicate that the plan
has been updated, to ensure that the plans are
current and effective. Also, the Division should
address the comprehensiveness of the I'T disaster
recovery testing in its guidance or seek
clarification in the applicable STO rule.

Finding No. 3:
Division Guidance for COOP Plan and IT

Disaster Recovery Plan

As previously mentioned, the Division prepared and
distributed a COOP Implementation Guidance dated
September 9, 2002, to fulfill its obligation for
providing guidance in the preparation of the State
agency COOP plans. The Division had also provided
training classes on the preparation of the State agency
COOP plan, and had prepared a document detailing
changes that should be addressed as a result of lessons
learned from the COOP plan approval process.
During our audit tests of the COOP plan and IT
disaster recovery plan approval process, we noted the
following deficiencies in the Division’s guidance

procedures:

» The COOP Implementation Guidance did
not define the requirements to obtain a pass
and an approval of the COOP plan or IT
disaster recovery plan. The COOP
Implementation Guidance did not define how
the terms pass and approved were being used
for the facility and State agency COOP plans
or County Coordination Checklists.  As
previously discussed in Finding No. 1, DBPR
had issues with the approve status of its
COOP plan.

» Supporting documentation for the COOP
plan and IT disaster recovery plan reflecting
the status of each of the 38 State agencies was
not available in all instances. No IT disaster
recovery plan documentation was saved by
the STO except for a spreadsheet showing,
among other items, each of the 38 State
agencies, the date the plan was received, and
the date the STO reviewed the plan. Our
audit tests, performed to verify the status of
the COOP plans and IT disaster recovery
plans for each of the nine State agencies
within the scope of this audit, found that in

certain instances the documentation to
support the spreadsheets prepared by either
the Division or the STO was not available.

» The Division had not clarified the role of the
COOP Coordinator in relation to the
emergency  coordination  officer  role
established by Florida law'®.  Florida law
requires that each State agency designate an
emergency coordination officer and an
alternate, and assigns them specific duties
related to the State agency COOP plans. The
Division’s COOP Implementation Guidance
required each State agency head to appoint a
COOP cootrdinator and provide the name and
contact information to the Executive Office
of the Governor and the Division, but had
not defined their duties. The Division did not
require the State agencies to notify the
Division whenever the COOP Coordinator
changed, although Florida law' has a
notification requirement when changing the
emergency coordination officer or alternate.

» The COOP Implementation Guidance did
not address the County Coordination
Checklist used in conjunction with the COOP
plan approval process. No procedures existed
within the COOP Implementation Guidance
for the preparation of the County
Coordination Checklist or the submission of
the COOP plan and County Coordination
Checklist to the county agency for review.
Additionally, the IT disaster recovery plan
Checklist prepared by the STO was not
mentioned in the COOP Implementation
Guidance or found on the Division’s Web
site.

» 'The COOP Implementation Guidance did
not address the State agency’s periodic
maintenance of its COOP plan to ensure that
it was being kept current and effective.
During our audit tests, instances were noted
where call lists contained the names of
individuals who no longer worked at the State
agency and, in some cases, there were no
modification dates or revision indications on
the provided COOP plans.

18 Section 252.365(1)/(3), Florida Statutes
19 Section 252.365(4), Florida Statutes
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In the absence of industry standards for COOP
planning, the importance of clear direction from the
Division is increased. The above-described omissions
and inefficiencies in procedural and responsibility
requitements for COOP and IT disaster recovery
planning may have impeded the timely completion of

the approval and implementation of the plans.

Recommendation: The  Division  should
enhance its COOP guidelines to address the
above-listed deficiencies and clarify the
submission requirements and the review and
approval process that State agencies are expected
to follow for COOP planning, including, as a
subset, IT  disaster recovery planning.
Additionally, the Division should clarify the role
of the COOP coordinator in relation to the
emergency coordination officer and alternate
roles, and make any necessary adjustments to its
guidelines, such as further defining specific job
duties, where necessary.

plan is essential to ensuring continuity of operations.
Hence, an ongoing COOP and IT disaster recovery
plan program should be designed to keep the plans

tested and maintained.

Without procedures that clearly define and provide the
purpose of the Division’s periodic review of the State
agency COOP plans and a specific statutory
requirement addressing the periodic review, the risk is

increased that State agency COOP plans could be

outdated, resulting  in  inadequate disaster
preparedness.
Recommendation: The Division should

review its guidelines and seek further clarification
of the nature, frequency, and scope of required
periodic COOP plan assessments, and, as
appropriate, make recommendations for statutory
changes to the Legislature with respect to
periodic reviews of the COOP plans.

Finding No. 4:

Division Periodic Review of Plans

Finding No. 5:

Distribution Controls

The Division’s COOP Implementation Guidance
requires the Division to conduct periodic assessments
of the COOP plans. However, Florida law”™ does not

have a similar requirement.

During our audit, we noted that the COOP plan
approval and  recommendations  for  plan
improvements requited of the Division within Florida
law appeared to be a one-time event to occur after the
State agency COOP plan due date of June 30, 2003.
The COOP Implementation Guidance stated that the
Division should conduct periodic assessments of State
agency COOP capabilities and approve State agency
plans; however, the term periodic was not defined and
the scope and purpose of the periodic reviews were
not described. COOP plans and IT disaster recovery
plans are dynamic documents that should be updated
regularly to remain current and viable. Because IT has
become an essential service that supports mission
critical functions of State agencies, IT disaster

preparedness in the form of the IT disaster recovery

20 Section 252.365(1)/(3), Florida Statutes

Prudent business practices call for the limited
distribution of State agency disaster preparedness
plans, or pertinent portions thereof, including the IT
disaster recovery plans, to safeguard the sensitive
information contained in the plans from unauthorized
disclosure. By definition, the State agencies’ most
mission  critical functions and the necessary
information to recover these functions in case of a
disruption are included in the plans. Hence, the plans
usually contain information that is considered in
Florida law”' to be confidential or exempt from public
disclosure. Examples of exempt information that can
be found in these documents include State agency
personnel names, home addresses, and telephone
numbers on contact lists for some staff; building
plans, blueprints, schematic drawings, and diagrams
which depict the internal layout and structural
elements of a building or facility owned or operated by

a State agency; and security system plans. STO rules™

2 Sections 119.07(6)(i)1., (ee), and 119.071(2), Florida
Statutes
22 Chapter 60DD-2.008, Florida Administrative Code
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provide that State agencies shall conduct background
investigations for personnel in positions of special
trust or having access to sensitive locations in

accordance with Florida law™.

The COOP and IT disaster recovery plan approval
process required that the plans and supporting
documentation be distributed among multiple
organizations, including the affected State agencies,
the Division, the county agencies, and the STO. Our
audit disclosed deficiencies in distribution controls
protecting confidential and exempt information within

COOP and IT disaster recovery plans. Specifically:

» The Division requested that each State agency
submit an electronic copy of its COOP and
IT disaster recovery plan for storage at the
Division. No procedures existed at the
Division for the storage of the plans,
including the protection of confidential and
exempt information within the plans.

» No requirement existed for background
checks for individuals who handle the
confidential or exempt information within the
plans.

» No Division procedures or guidance existed
for documenting the individuals who had
been given access to the confidential or
exempt information. Our audit testing found
only one of the nine State agencies within the
scope of our audit that had procedures in
place addressing the distribution of COOP
and IT disaster recovery plans.

Without an established methodology governing the
controls over who has access to the COOP plan and
IT disaster recovery plan and their proper storage, the
risk is increased that nonpublic information will be
shared or used by individuals who do not have a
specific need-to-know. The information could,
therefore, be used in unintended ways to circumvent
controls put in place by the State agency to protect

data and resources.

23 Sections 110.1127 and 435.04, Florida Statutes

Recommendation: The  Division  should
review the COOP Implementation Guidance, the
IT disaster recovery plan guidance, STO rules,
and Florida law relating to nonpublic records and
background checks, and establish additional
procedures within the COOP and IT disaster
recovery plan review and approval process to
ensure the protection of nonpublic information
contained within these documents.

OTHER MATTERS

As noted throughout this report, the STO, in
accordance with Florida law24, had established various
rules and guidelines regarding the use and protection
of the State’s IT resources. During the 2005
Legislative session, a bill*® that would have reorganized
and reassigned the functions and duties of the STO
was passed by the Legislature and presented to the
Governor for signature. The bill was vetoed on June
27, 2005. Since the law™ was unchanged, the
rulemaking authority statutorily remained with the
STO. However, the STO underwent defacto
dissolution as the 2005 General Appropriations Act”’
made no appropriation for the funding of positions in
the STO. As of the completion of our audit,
rulemaking authority and responsibility for promoting
or enforcing compliance with existing STO rules had

not been established.

OBJECTIVES, SCOPE, AND METHODOLOGY

Our objectives were to evaluate State agencies’ actions
to promote compliance with Florida law™ with respect
to emergency coordination officers and disaster
preparedness plans; to determine whether State
agencies follow appropriate business practices in the
development, implementation, training, updating, and
testing of COOP and IT disaster recovery plans; to

evaluate the progress of the Department of

24 Section 282.102(2), Florida Statutes

252005 SB 1494: Relating to Information Technology
Management

26 Section 282.102(2), Florida Statutes

27 Chapter 2005-70, Specific Approptiation 2728/2757,
Laws of Florida

28 Section 252.365, Florida Statutes
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Community  Affairs, Division of Emergency
Management in providing guidelines for the
preparation and implementation of Executive Branch
COOP plans and approving State agency COOP
plans; and to identify statutory and fiscal changes that
may be recommended to the Legislature pursuant to
Florida law”. The scope of this audit focused on State
agency COOP planning and IT disaster recovery
planning, for the period March 2005 through June
2005, including selected actions through August 2005,
at the following Executive Branch agencies: the

Department of Community Affairs (DCA), State

2 Section 11.45(7)(h), Florida Statutes

Technology  Office  (STO), Department of
Management Services (DMS), Department of
Transportation (DOT), Department of Health
(DOH), Department of Agriculture and Consumer
Services (DACS), Department of Business and
Professional Regulation (DBPR), Department of State
(DOS), and Department of Citrus (Citrus). In
conducting the audit, we interviewed appropriate State
agency personnel, observed State agency processes and
procedures, reviewed documentation, and performed
various other audit procedures to test selected controls

related to COOP and IT disaster recovery planning.
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AUTHORITY

Pursuant to the provisions of Section 11.45, Florida
Statutes, I have directed that this report be prepared to
present the results of our information technology

audit.

é/b%ﬂm O,M

William O. Monroe, CPA
Auditor General

STATE AGENCIES’ RESPONSES

In letters dated September 1, 2005, through September
26, 2005, the heads of the applicable agencies provided
responses to our preliminary and tentative findings.
These letters are included at the end of this report. A
response was not required from or submitted by the
Department of Agticulture and Consumer Services
because no findings were reported for that agency. A
response from the Department of Management
Services was only requited and submitted for issues

related to the State Technology Office.

To promote accountability and improvement in government operations, the Auditor General makes audits of the information
technology programs, activities, and functions of governmental entities. This information technology audit was made in
accordance with applicable standards contained in Government Auditing Standards issued by the Comptroller General of the
United States. This audit was conducted by Shera Bake, CISA, and supervised by Tina Greene, CPA*, CISA. Please address
inquities regarding this report to Jon Ingram, CPA*, CISA, Audit Manager, via e-mail at joningram@aud.state.fl.us or by
telephone at (850) 488-0840.

This report and other audit reports prepared by the Auditor General can be obtained on our Web site
(http: //www.state.fl.us /audgen); by telephone (850 487-9024); or by mail (G74 Claude Pepper Building, 111 West Madison
Street, Tallahassee, Flotida 32399-1450).

*Regulated by State of Florida.
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DEPARTMENT OF CITRUS iy

S,
1115 E MEMORIAL BLVD./P.O. BOX 148/LAKELAND, FLORIDA 33802-0148 IF olgRPIUDRAE

STATE OF FLORIDA 5

DAN L. GUNTER ANDREW R. TAYLOR
EXECUTIVE DIRECTOR CHAIRMAN
Phone: 863-499.2500 FLORIDA CITRUS COMMISSION

Fax:  863-284-4300

September 1, 2005

William O. Monroe, Auditor General
State of Florida

G74 Claude Pepper Building

111 W. Madison Street

Tallahassee, Fl1 32399

Dear Mr. Monroe:

This letter is in response to the P&T audit findings detailed in the Selected State Agencies’
Continuity of Operations and Information Technology Disaster Recovery Planning document. We
were asked to provide a written statement of explanation concerning Finding No. 2 only, including
our actual or proposed corrective actions.

A. The IT disaster recovery plan testing had not been completed or performed at least annually as
required by the STO rule.

RESPONSE:

Agree. The Florida Department of Citrus plans to test its IT disaster recovery plan during the
current fiscal year of FY 05-06. Upon completion of the testing, the plan will be updated as needed.
Then the testing will be documented and submitted, along with the revised plan, to the Division in a
timely manner.

B. The IT disaster recovery plan contains procedures addressing change management. However,
evidence, such as modification dates or version numbers, does not exist in the plan to demonstrate
that the plan had been changed.

RESPONSE:

Agree. Upon completion of the testing of the plan, as described in the above response, the plan will
be updated as needed. The updated plan will be clearly marked with the modification date to
demonstrate that the plan has been changed. The modified report will be submitted to the Division
in a timely manner.

Should you require additional information in this process, please contact me at 863-499-2517.
Sincerely,

Attt

Billy G. Weathers
Inspector General

To enhance the welfare of Florida citrus growers and the groves they operate.
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STATE OF FLORIDA
DEPARTMENT OF STATE
JEB BUSH GLENDA E. HOOD
Governor Secretary of State

September 14, 2005

William O. Monroe, CPA
Florida Auditor General

Claude Denson Pepper Building
111 West Madison Street
Tallahassee, FL 32399-1450

Re: Department of State Response to the Information Technology Audit of Selected Agencies
Continuity of tions and Information Technology Di r Recovery Planning

Dear Mr. Monroe:

Thank you for the opportunity to respond to your preliminary and tentative findings for the audit report referenced above. It is
our understanding that the scope of your audit included nine agencies and that the Department of State is only responsible for
responding to Finding Number 2 shown in the summary section of your report as follows:

Finding No. 2: Division procedures to ensure that State agency IT disaster recovery plans are complete and viable
needed improvement. Not all agency plan testing had been completed or performed annually as of June 2005, and some
agency plans lacked evidence of being updated since the original version was prepared.

As required, the Department of State (DOS) submitted the Continuity of Operations Plan (COOF) and Information Technology
Disaster Recovery Plan (ITDRP) to the Division of Emergency Management (DEM) with the understanding that the DEM
would review both plans and provide DOS with feedback applicable to any deficiencies and/or plan approvals. Initially, the
DEM provided the DOS with feedback on the COOP and ultimately received a pass/approval for the plan. The DEM did not
provide feedback or pass/approval for the ITDRP.

During the 2004 and 2005 hurricane seasons, the DOS tested its ITDRP through actual implementation procedures required as
a result of real hurricane conditions which occurred in and around the State of Florida. Also, the DOS exercised various phases
of disaster preparation and redirection of the DOS network during this time period. In the future, the DOS plans to better
document its test exercises and actual implementation of the ITDRP. However, in order to enhance the DOS’ plan test
procedures, the DOS requests guidance and clarification on the comprehensiveness of the annual test requirements.

Since inception, the DOS updated its ITDRP on an as needed basis; however, the DOS did not incorporate version numbers to
reflect changes made. The DOS plans to incorporate a version number system to document modifications to all future ITDRP

updates.
Thank you for your assistance in this matter. Please contact my office if you need additional information.

Sincerely,

Cersoda & Aooo

Glenda E. Hood, Secretary

cc. Dave Mann, Assistant Secretary
Sarah Smith, Chief, Bureau of Departmental Operations & Technical Support
Dave Tepper, Chief, Bureau of Departmental Services
Kirby J. Mole, Inspector General

R. A. Gray Building + 500 South Bronough Street + Tallahassee, Florida 32399-0250
Telephone: (850) 245-6500 = Facsimile: (850) 245-6125 « WWW: http://www.dos.state.fl.us
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Florida Department of Transportation

JEB BUSH

405 Suwannee Street DENVER J. STUTLER, JR.
GOVERNOR

Tallahassee, FL 32399-0450 SECRETARY

September 15, 2005

William O. Monroe, CPA

Auditor General

Office of the Auditor General
Room G74, Claude Pepper Building
111 West Madison Street
Tallahassee, Florida 32399-1450

Dear Mr. Monroe:

We ate pleased to tespond to the preliminary and tentative audit findings and recommendations
concerning the audit of the:

Selected State Agencies’ Continuity of Operations and
Information Technology Disaster Recovery Planning
Match 2005 through June 2005
As required by Section 11.45(4)(d), Florida Statutes, our response to the findings is enclosed.

We appreciate the efforts of you and your staff in assisting to improve out operations. If you have
any questions, please contact Cecil Bragg, our Inspector General, at 410-5800.

DS:hmt

Enclosure

www.dot.state.fl.us @ RECYCLED PAPER
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Finding No. 2: Division Guidance For IT Disaster Recovery Plans

»  Six of the eight (75%) State agencies were at various stages of testing their IT disaster recovery plans
but their testing had either not been completed, ot had not been performed at least annually as
required by the STO rule17. During our audit, various agencies within our scope expressed the need
for clarification addressing the comprehensiveness of testing intended to be performed annually
pursuant to the rule. Some agencies expressed concern over the significant task of trying to perform
a comprehensive test of the entire entity each year.

» The IT disaster recovery plan guidance document addressed a change management element to
update the plan to keep it current and effective. Each plan contained procedures addressing change
management. Howevet, the IT disaster recovery plan guidance did not specify any requirement to
track changes. Evidence, such as modification dates or version numbers, did not exist in six of the
eight (75%) plans to 17 Chapter 60DD-2.007(2)(b), Flotida Administrative Code demonstrate that
the plans had been changed and, therefore, precluded us from determining whether the plans wete
being appropriately updated.

Recommendation: The Division should resume the IT disaster recovery plan review and approval process
to ensure that all 38 State agency IT disaster recovery plans have been completed and approved. The
Division should also update the IT disaster recovery plan guidance to include a methodology for tracking
changes. The State agencies should satisfy all requirements, including periodic testing and change
management requirements, and follow the Division’s methodology to indicate that the plan has been updated,
to ensure that the plans are current and effective. Also, the Division should address the comprehensiveness
of the IT disaster recovery testing in its guidance or seek clarification in the applicable STO rule.

Management Response: Concur. The FDOT contract with SunGard was signed on September 10, 2004.
Converting our IT Disaster Recovery Plans to SunGard’s system and testing our entire environment was not
practical during the first year. Districts 1 and 4 tested their plans May 2005 in Philadelphia. Districts 2 and 7
were scheduled to test their plans the first part of September 2005. During the next contract year, FDOT’s
Central Office and additional districts will be scheduled for testing. With the recovery plan for FDOT’s
Central Office in the process of being converted to SunGard’s system, only critical changes/updates are being
made to our current plan to facilitate the conversion which is scheduled for completion at the end of
September 2005,
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STATE OF FLORIDA
DEPARTMENT OF BUSINESS AND PROFESSIONAL REGULATION

September 21, 2005

DBPRHW Mr. William O. Monroe

E?%gﬂaﬂ Auditor General
State of Florida
G74 Claude Pepper Building
JsbBush 111 West Madison Street
Govomor  Tallahassee, FL 32399-1450

Dear Mr. Monroe:

omceotthe secretary | @M in receipt of your letter dated August 26, 2005, in which you provide
1840 North Monros Sweet PTEIIMINAry and tentative audit findings and recommendations on the Information
Technology Audit of Selected State Agencies’ Continuity of Operations and
Talshassee. Flofida  |nformation Technology Disaster Recovery Planning for the period March 2005

xnawesorso  through June 2005, including selected actions through August 2005. | am also in

receipt of an e-mail which indicates the Department of Business and Professional
p— Regulation is responsible for responding to Finding Nos. 1 and 2 of the preliminary
sso4a0rss  and tentative audit.

FAx  Finding No 1: COOP plans prepared by the Executive Branch agencies and
ss0m14084 g hmitted to the Division for approval did not in all instances meet the requirements
maL Outlined in Florida law or the Division’s COOP Implementation Guidance and not all
secrstary@dbprsmesus  Plans had been approved as of August 2005.

Recommendation: The Division should work with the State and county agencies
to complete and approve all State agency COOP plans as required by Florida law
and the Division’s COOP Implementation Guidance to help ensure continuation of
State agency mission critical functions in the event of a major disruption or disaster.

DBPR Response: DBPR agrees and is ready to work with the Division of
Emergency Management to reach approval of the COOP plan.

Finding No 2: Division procedures to ensure that State agency IT disaster recovery
plans are complete and viable needed improvement. Not all agency plan testing
had been completed or performed annually as of June 2005, and some agency
plans lacked evidence of being updated since the original version was prepared.

Recommendation: The Division should resume the IT disaster recovery plan
review and approval process to ensure that all 38 State agency IT disaster recovery
plans have been completed and approved. The Division should also update the IT
disaster recovery plan guidance to include a methodology for tracking changes.
The State agencies should satisfy all requirements, including periodic testing and
change management requirements, and follow the Division's methodology to
indicate that the plan has been updated, to ensure that the plans are current and
effective. Also, the Division should address the comprehensiveness of the IT
disaster recovery testing in its guidance or seek clarification in the applicable STO
rule.
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Mr. William O. Monroe
September 21, 2005
Page 2

DBPR Response: DBPR received funding from the Legislature in FY 04-05 to
perform non-strategic systems upgrades. The purchase and installation of these
systems were completed at the end of FY 04-05. As a result, DBPR is in the
process of completing the necessary updates to its IT disaster recovery plan. In this
process, evidence of the changes such as modification dates and version numbers,
will be documented using our change control methodology.

Plagse contact Me | ynn Furiato, Chief Information Qfficer, at /60.921-53092 if vou

L LR TRICRRATE | S raswt ) WAR = L =

have any questions regardmg the above responses or need further c!anﬁcatton

Sincerely,

Slmone Marstiiller )

Secretary
SM/km

cc: Lynn Furiato
Ron Russo
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September 23, 2005

Mr. William O. Monroe, CPA
DEPARTMENT OF MANAGEMENT Auditor General

S ERV'I CES Office of the Auditor General

Claude Denson Pepper Building

111 West Madison Street
"We seoye thoserwh Tallahassee, Florida 32301
serve Florida”
De onroe:
JEB BUSH Pursuant to Section 11.45(4)(d), Florida Statutes, this is our response
Governor to your report, Selected State Agencies’ Continuity of Operations and
. Information  Technology Disaster Recovery Planning, Information
T°“;c]:§:"ns’1" Technology Audit. Our response corresponds with the order of your
i tentative and preliminary findings and recommendations contained
in the draft report.
MyFlorida.com
™ Finding No. 2: Division Guidance For IT Disaster Recovery Plans
Division (Division of Emergency Management) procedures to ensure
that State agency IT disaster recovery plans are complete and viable
needed improvement. Not all agency plan testing had been
completed or performed annually as of June 2005, and some agency
Office of the plans lacked evidence of being updated since the original version
Inspector General was prepared
4050 Esplanade Way ’
Tallahassee, Florida .
32399-0950 Recommendation:
(The Division should resume the IT disaster recovery plan review
Telephone: and approval process to ensure that all 38 State agency IT disaster
850-488-5285 recovery plans have been completed and approved. The Division

should also update the IT disaster recovery plan guidance to include
a methodology for tracking changes.) The State agencies should
satisfy all requirements, including periodic testing and change
management requirements, and follow the Division’s methodology
to indicate that the plan has been updated, to ensure that the plans
are current and effective. (Also, the Division should address the
comprehensiveness of the IT disaster recovery testing in its guidance
or seek clarification in the applicable STO rule.)
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Mr. William O. Monroe
September 23, 2005
Page 2

Response:
Concur: The Department of Management Services will incorporate a change
management process and testing schedule into the COOP and ITDRP process to assure

that the plans are effective and up to date. These items should be completed by January
2006.

If further information is needed concerning any of our responses, please contact
Steve Rumph, Inspector General, at 488-5285.

Sincerely,

Tom Lewis, Jt.
Secretary

TL/taw
cc: Julie Madden, Deputy Secretary

John Ford, Director
Telecommunications and Wireless Services

Tom Clemons, Director
Administration

Ken Granger, Chief Information Officer

Mike Russo, Chief Information Security Officer
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STATE or FLORIDA
DEPARTMENT OF COMMUNITY AFFAIRS
"Dedicated to making Florida a better place to call home”

JEB BUSH THADDEUS L. COHEN, AlA
Govemor Secretary

September 26, 2005

William O. Monroe, Auditor General
G74 Claude Pepper Building

111 West Madison Street
Tallahassee, Florida 32399-1450

RE:  August 26, 2005 Letter, Information Technology Audit of Selected State Agencies’
Continuity of Operations and Information Technology Disaster Recovery Planning

Dear Mr. Monroe:

As the Auditor General’s report suggests, Continuity of Operations Planning (COOP) is
an intricate part of state government. The ability to continue to provide services to the citizens of
Florida during an emergency or disaster is a very important task. The Department of Community
Affairs would like to offer the following responses to the findings identified in the report.

Finding No. 1: COOP Plans prepared by the Executive Branch agencies and submitted to
the Division for approval did not in all instances meet the requirements outlined in Florida
law or the Division’s COOP Implementation Guidance and not all plans had been
approved as of August 2005.

The following steps are suggested to address the first finding:

e Continued guidance will be provided to each state agency that has not had its COOP plan
approved.

e Training classes and workshops have been provided and will continue to be provided to
assist each state agency in the development of its plan.

» Technical assistance will continue to be provided to each state agency regarding training
and exercising of its COOP plan.

Several points of clarification are necessary in response to this finding. First, Section 252.365,
Florida Statutes, provides no specific time frame for the Division’s approval of disaster
preparedness plans. As the audit notes, the only specific time frame identified in statute is the
agencies’ deadline to complete and submit the plans. Given the limited resources available and

2555 SHUMARD OAK BOULEVARD + TALLAHASSEE, FLORIDA 32399-2100
Phone: 850.488.8466/Suncom 278.8466 FAX: 850.9021.0781/Suncom 291.0781
Internet address: hitp://www.dca.state.ff.us

CRITICAL STATE CONCERN FIELD OFFICE COMMUNITY PLANNING EMERGENCY MANAGEMENT HOUSING & COMMUNITY DEVELOPMENT
2798 Qvarseas Highway, Suils 212 2555 Shumarc Oak Boulevard 2555 Shumard Oak Boulevard 2555 Shumard Oak Boulevard

marathon, FL 33050-2227 Tallahassee, FL 32392-2100 Tallahasses, FL 32395-2100 Tallahassoe, FL 32369-2100

(305) 288-2402 {050) 488-2356 {850) 413-3963 (B50) 488-TH56
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William O. Monroe
. September 26, 2005
Page Two

the far-reaching implications of the plans, the Division has made a significant effort to ensure
that state agencies understand COOP concepts and requirements, and to review and provide
specific comments on the plans. As noted in our response above, the Division is committed to
continuing this effort.

Finding No. 2: Division procedures to ensure that State Agency IT Disaster Recovery
Plans are complete and viable needed improvement. Not all agency plan testing had been
completed or performed annually as of June 2005, and some agency plans lacked evidence
of being updated since the original version was prepared.

The following steps are suggested to address the second finding:

e Legislative clarification should be proposed regarding whether Information Technology
Disaster Recovery Plans (ITDRPs) are to be incorporated into each agency Continuity of
Operations Plan. Section 252.365, Florida Statute, does not reference ITDRPs.

e The agency(s) with the subject matter experts (SME) to review the ITDRPs should be
identified by the state. The Division of Emergency Management does not possess this
expertise and does not have the resources to develop that expertise. Once this SME entity
is established, that entity should provide guidance on exercising and testing ITDRPs.

e Should the Legislature determine that the COOP is the appropriate document to house the
ITDRP information, the COOP guidance can be updated to include information from the
SME entity regarding ITDRP requirements.

Finding No. 3: Division procedures for providing guidance and approval of State Agency
COOP and IT disaster recovery plans needed improvement.

The following steps are suggested to address the third finding:

e Clarification will be provided within the Implementation Guidance regarding the
definition of an “approved” plan.

¢ Documentation of each agency’s COOP status will be kept within a database that will be
created to assist each state agency in developing and updating its COOP plan. Should the
Legislature determine that the COOP is the appropriate vehicle for the ITDRP
requirements, this status will be included in the database if provided to the Division by
the ITDRP reviewing entity, as determined by the proposal in Finding No. 2.

e Definitions, as well as the roles and responsibilities of the COOP Coordinator, will be
enhanced within the Implementation Guidance.

Page 20 of 24



OCTOBER 2005 REPORT NO. 2006-038

William O. Monroe
September 26, 2005
Page Three

¢ The Implementation Guidance will also be modified to enhance information on the
development of each agency’s COOP,

Finding No. 4: Division COOP Implementation Guidance concerning the Division’s
periodic review of the State Agency COOP plans needed clarification, and the periodic
review was not addressed in existing Florida law.

Section 252.365 does not provide for a periodic review cycle for the COOPs. The Division will
consider legislative action to include a periodic review cycle. It should be noted that there are no
recurring resources available to support this effort.

Finding No. 5: Distribution controls protecting the non-public contents of COOP and IT
disaster recovery plans needed improvement.

The following suggestions are offered to address Finding No. 5:

. Plan control guidance will be provided on the following:
A specific reference to the exemption from the public records requirements will
be provided in Implementation Guidance.
* COOP Plans are considered security systems documents and therefore are
considered to obtain confidential information.

The Department and the Division understands the importance of these plans and will
continue to take the appropriate actions to provide guidance and technical assistance to state
agencies as they outline their preparation and practices to be able to continue those mission
essential functions that they provide to the citizens of Florida.

If you have any questions, please feel free to contact me.
Sincerely,

Lo

Thaddeus L. Cohen, AIA
Secretary
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Jeb Bush M. Rony Frangois. M.D.. M.S.P.H.. Ph.D.
Govemnor Secretary. Department of Health

September 26, 2005

Mr. William O. Monroe, C.P.A.
Auditor General

Room G74, Claude Pepper Building
111 West Madison Street
Tallahassee, FL 32399-1450

Dear Mr. Monroe:

This letter is in response to your August 26 correspondence regarding the preliminary and
tentative findings of your report entitled, Selected State Agencies’ Continuity of Operations and
Information Technology Disaster Recover Planning. The agency's response and corrective

action plans to your findings and recommendations may be found in the enclosed document.

We appreciate the work of your staff and will diligently pursue appropriate resolution to the
findings.

If | may be of further assistance, please let me know.

Sincerely,
7 oo A2 /7P

.D..,M.S.P.H., Ph.D.
ent of Health

M. Rony Frangois,
Secretary, Depart

MRF/kir
Enclosure

4052 Bald Cypress Way, Bin A00 » Tallahassee, FL 32399-1701
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