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Summary

We conducted a survey of the educational entities in the
State of Florida, which included all district school
boards, community colleges, and universities. The
survey was composed of specific technology-related
guestions. Entity responses to the survey were received
between April and May 2001. Responses to selected
guestions from the survey were confirmed with the
entities in July 2001 and used in the preparation of this
report.

The survey responses indicated that many varied and, in
some cases, potentially deficient information technology
(IT) control practices were being followed by Florida
educational entities. In addition, constitutional and
statutory changes establishing a new governance model

for Florida's educational system have created
uncertainty as to future information technology
requirements. New Federal regulations related to

personal health information could also have a significant
impact on educational entities, particularly in the area of
IT.

The Department of Education (Department) should
promote sound I T business practices among the entities,
and, where appropriate, facilitate educational system-
wide solutionsto I T problems. To assist in the formation
of sound IT practices, the Department should consider
utilizing the State Technology Office (STO) as a resource
for information, particularly with respect to enterprise I T
practices and solutions. Areas in which the Department
is in a good position to promote, encourage, and
facilitate good information technology management
include:

» Long-rangel T planning

» |IT security

» Useand control of emerging technologies

» Acquisitions of application systems

» Ensuring compliance with new legal
requirements

We also noted a need for Legislative action regarding
certain provisions of Chapter 282, Florida Statutes, as
they relate to information technology functions of
Florida’s education system. Specifically, Chapter 282,
Florida Statutes, needs updating to accommodate the
governance structure changes provided in Chapter 229,
Florida Statutes.

Background:

Florida educational entities, as defined in our report,
strict s chool bo ards, 28
community colleges, and 10 universities, for a total of

encompassed t he 67 di

105 en tities.! Ea ch educa tional en tity supported a
unique tec hnology infra structure withse lected
district school boa rds, ¢ ommunity c ollegesa nd
universities supp lementing their techn ology ba se
through the use of software consortia, regional d ata
centers, and software/data center consortia.

1
New College was governed by the University of South Florida during the
survey period and not considered an independent institution.
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In 1998, F lorida vo ters ap proved changes to Article
IX, Section 2 of the State Constitution, mandating the
creation ofa ne w pu blice ducation g overnance
system led by an appointed State Board of Education.
On July 1, 2001, t he Secretary of Education and the
Florida Board of Education (Board) assumed control
of Florid a’s ed ucational s ystem. U nder t he ne w
legislation, the Department of Educationactsasan
administrative an d supervisory ag ency u nder t he
policy direction of the Board.

Pursuant t o Section 229.00 73(5)(a), F lorida St atutes,
created by Ch apter 2001- 170, Sect ion 11, Law s of
Florida, t he Of fice of Techn ology a nd I nformation
Services is in the process of being esta blished within
the De partment. T he O ffice of T echnology a nd
with
Chancellors of Public S chools, Community Colle ges,

InformationS ervices, in ¢ onjunction
and Co lleges an d Un iversities, isc harged with
developing a syste mwide technology pla n, ma king
C ommissioner of
nd

management f ort hesy stem,a ndc oordinating

budget r ecommendations to the

Education, prov  idingd atacollectio na

services with other agencies, among other things.

Responses to our s urvey disclosed that inf ormation
technology structures w ithin ed ucational e ntities
included a diverse set of technologies that performed
Data

processing e quipment ran ged from large m ainframe

financial, st udent,a nds upport services.

units to  mini co mputers toclu sters of servers

performing ind ividualta sksto support a
client/server environment. Educa tional entities a Iso
supported multiple typesof o peratingsy stems.
Entities reported over 13 different production server
operating systems. S urvey resultsa lIso revea led
entities ma tun

intained over eigh ique

client/workstation operating systems.

Our surve y iden tified, by ven dor, h ardware an d
software bei ngm aintained by th e educatio nal
entities. ( See A ttachment A.) Fi gure1 details the
machine types used to host production applications
and d atabases ( finance, pa yroll, hu man r esources,
and student applications). IBM products have been
broken out due to the distinct differences in machine

architectures. Figure 2 details the types of operating

systems used onthe production servers. Fig ure 3
he

Percentages

provides i nformation rega rding t
client/workstation operating syste ms.
presented fo r each individual item i nt he c harts
represent a percentage to total hardware or software

deployed.

Survey Results

Overall, our survey indicated there is a n eed for the
promotion of be stIT  practicesa mong Florida
educational en tities. Su rvey respo nses repo rted
many varied, and in some cases, potentially deficient

control pra ctices being f ollowed, particularly int he

areas of inf ormation technology securitya nd
procurement.
We believe the Depa rtmentis well po sitioned t o

serveas ares ourcefo redu cational e ntities in

identifying a ppropriate b usiness pra ctices in the

acquisition, ope ration, use,a ndsa feguarding of
information technology. T he Department should, as
appropriate,u set heSTO as a res ourcefo r
information on e nterprise I'T practices and solutions.
Areaso fIT m anagement w here th e D epartment
should play a role inf acilitating i mprovement a re

discussed in the following paragraphs.

Planning Framework:

Certain entities did not maintain a long-range

information technology plan.

Animp ortantt oolin thema intenance ofa
technology inf rastructure i s the crea tion of a lon g-
range information technology plan. The plan should
include tech nological d irectiona nd migration
strategies f or t he sy stems architecture. L ong-range
plans s hould be m odified ona pe riodic ba sis to
include new te chnology inn ovations ori nternal
initiatives ta kent ocha nge currenttec hnology

structures.

Our survey disclosed that 11 of the 105 edu cational
entities did not ma  intaina f ormallong- range

technology plan.
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Security Practices:

Numerous entity responses indicated a need for
improvement in various IT security practices to

enhance the protection of data and information
resources from unauthorized disclosure or use.

Systems security can be d efined as the safeguarding
of all components within a network including d ata,
applications, a nd ha rdware resources. Properly
implemented a nd m onitored syste ms securi ty
reduces theris kof i mpropera ccesstos ystem
resources a nd s trengthens the priva cy, a vailability,
and integrity of data assets. A s educational entities
have opened their ne tworks w ith new technologies,
the in herent r isk of una uthorized a ccess to s ystem
resources hasi ncreased ma kingt he pr ocess of

securing networks progressively more complex.

Threats to educational entity data assets can originate
not only f rom outside so urces ( such a s u nethical
hackers), but als o fro m i nternal s ources including
disgruntled employees, employees with access rights
thatdon otma tchth eirjobf
mischievous e

unctions, a nd
nd
compromising internal systems and netw orks. New

mployees explo iting a
data system sa ccessp oints( Internet, w ireless
networks, Web e nabled a pplications) i ncrease the

inherent risk of security violations. Another inherent
security risk faced by e ntities is t he p ossibility of
unauthorized use of their data processing technology
that co uld res ult in lit igation. S uch u nauthorized
actions include the use of data center assets to spread
a co mputer virus, u nauthorized use o f data cen ter
assets to launch or assist in denial of service attacks
directed at external Web sites, and the unauthorized
public d isclosure of stud ent a nd sta ff conf idential
information. To co unter these new r isks, en tities
should maintaina d ynamic multidimensional
approach to security to provide appropriate security,
privacy, and a vailability o f their d ata, a pplications,

and networks.

Am
supplementing ba sicd atac enter ha rdwarea nd
sed
monitoring of systems by data c enter personnel, as

ultidimensional ap proach includes

application sec urity co ntrols wit h increa

well a s co ntinuously educa ting end-user s a nd da ta
center person nel o nsys tems securit y. A 1l users
should also be pr ovided with defined and enforced
security p olicies, usa ge polic ies,a ndsec urity
procedures.

TheS ystem A dministration, Ne tworking,a nd
Security Inst itute (SANS), is a coopera tive resea rch
and e ducation or ganization t hrough w hich m ore
than 96,000 s
professionals, a nd ne tworka dministratorss hare

ystem administrators, s ecurity
security alerts and new s, resea rch networ k security
topics,a nd pr ovidece rtificationsf orsec urity
hroughit sr esearch,S ANS

recommendsa se curity mod elbui It upont he

professionals. T

following layers:

1. Security policy of the organization

2. Host (individual servers) system security
3. Auditing

4. Router security

5. Firewalls

6.

Intrusion detection systems
7. Incident response plan

Inan en vironment w here research ers an d h ackers
discover securit y vul nerabilitiesi na pplication
software, network equipment, and operating system
software virtually every day, complacency in actively
managing securi ty is s omething ed ucational enti ties
cannot afford.

Survey respo nses in dicated an eed fo r im proved
security practices at various entities. Specifically:

* 86 of 105 edu cational entities did not have a
formal writte nriska ssessmentof their
critical s ystems or a pplications ru nning o n
those syste ms. Formal system ri sk
assessments of a pplications a nd ne twork
infrastructure can facilitate better security by
identifying secur ity ris ks, d etermining t heir
magnitude, iden tifying areas n eeding
safeguards, a nd d etermining meth ods to

safeguard identified areas.

* 190 f 105edu cational en titiesdi dn ot
maintain c urrent d iagrams of the ir ne twork
equipmentt oass istin develo pingan d
maintaining security solutions.
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* 440 f 105edu cationalen titiesdi dn ot
maintain ¢ urrentI nformation T echnology
Policies a nd Proced ures ma nuals. Well-
defined policies and procedures are essential
in co mmunicating ma nagement’s
expectations for all aspects of the information
technology function, but especia lly in the
area of IT security. To be most effective,
policiesa nd proced wuressho uld be
documented in writ ing, d isseminated to a 1l
individuals to which they apply, and revised
as appro priate t o maintain appl icability in
the dynamic IT environment.

*  Electronically recorded or phys ically signed
end-user agreem entsw eren otalw ays

maintained. Specifically:

> 400 f 105 edu cational ent ities di d n ot
maintain signed end-user agreements for
acceptable use of entity network assets,

» 230 f 105edu cational ent ities di d n ot
maintain signed end-user agreements for
Internet usage policies,

»> 500 f 105 edu cational ent ities di d n ot
maintain signed end-user agreements for
authorized E-mail usage guidelines.

End-user agreem entsre quireaw ritten
acknowledgment by the users tha tthey
understanda nda greetocomp lyw ith
policies rega rdinga cceptable use of
information resources. F or exa mple, well-
defined us er ag reements and po licies an d
procedures on pass word securit y can
providea line ofd efensef rom social
engineering attack s. So cialen gineering
involvest helo w-tech manipulation of
network a dministrators a nd end- users to
obtain information that can be used to br eak
down ne twork se curity. M ethods include
contacting en d-users by teleph onean d
impersonatinga ne tworka dministrator,
requesting the u sers veri fy th eirI Dan d
password. In thea bsence of such

agreements, management’s assurance may be

limited that security policies and proced ures
have been ef fectively co mmunicated to the

users.

170 f 105edu cationalen titiesdi dn ot
maintain f irewalls a t t heir d ata centers. A

firewall is a device or pr ogram d esigned to
filter da ta tra ffic into a nd outof a trus ted
internal network f rom a n untrus ted source
suchas an I nternetco nnectionby the
administrationof a ccessc ontrolr ules.
Firewalls may also have the ability to control
application activities such as the sending and
receiving of E -mail, f ile t ransfers over the

Internet, and Internet acce ss o perations. T o
be effective, firew alls req uire th e creatio n
and ma intenance of a dequate rule sets tha t
define accepted networ k activity in addition
to c onsistent a nd ¢ ompetent mo nitoring of
logsto d etecta ndresp ondt op ossible
unauthorized activities. Firewalls should be
deployed bet ween an y ¢ onnectionbya n
outside source, suc ha swirelessa ccess
points, direct connections to outside sources
such as cit y or county data centers, and any
access poi nts t o I nternet service prov iders.
Therefore, a data cen ter may be required t o
maintain mu ltiple f irewallstoa dequately
protect theiri  nternalt rusted netw orks.
Failure t o secure servers beh ind firew alls
increases ther isk of un authorized a ccess

from external sources.

270 f 105edu cational en titiesdi dn ot
maintain host-based a ntiviruss oftware,
while 5 did not maintain client/ workstation-
based antivirus software. Antivirus sof tware
applications are used to  detectco mputer
viruses o n h ost or client /workstations a nd
quarantine or eradi cate the virus files u pon
discovery. To protect servers and networks
from virus a ctivity, host a ntivirus
applications are deployed on firewall servers,
Gateway servers, and E-mail servers. E-mail
servers,usi nga h ost-baseda ntivirus
application, may have the ca pability of also
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filtering E -mails f or a ttachments t hatca n
contain vi ruses s uch as W97.Melissa.A an d
VBS.LoveLetter vi ruses and q uarantine t he
attachment, pr eventing it f rom r eaching a

workstation. Worksta tion-based a ntivirus
programs pr otectau ser’s m achine fro m
viruses t hat co uld be d elivered f rom the
network, f loppy d rive, C ompact Disk,
Personal D igital A ssistant (P DA), o r other
input d evice. Fa ilure t o provide a ntivirus
software to cri tical net work ma chines a nd
client/workstations i ncreases the ri sk of a

virus infiltrating network resources.

* 290 f 105edu cational en titiesdi dn ot
maintain alternate site pro visions to provide
backup process ing of criti cal a pplications in
theeventof a d isruption of service in their
data centers. D isaster recovery is the ability
of an entity to respond to an interruptionin
services by implementing a plan to restore an
organization's ¢ ritical bu siness f unctions.
Entities ma y ma intain b ackup proces sing
facilities by ¢ ontracting for a lternate site

services w ith th ird pa rty vend ors, us ing

alternate data processing facilities within the

entity’s or ganization,b ackuppla nsb y

regional d ata centers and consortia, and the

useo ffo rmalan din formalreci procal
agreements. A reciprocal agreement engages
two organizations with compatible computer
configurations a llowing e ither or ganization
toutiliz etheot her'se xcess processi ng

capacity in the event of a disaster.

Emerging Technologies:

Educational entities may need guidance in the
use of emerging technologies that represent

potential new security tools or security risks.

Emerging techn ologies representnew a  pplication
and ha rdware tec hnologies bei ng implemented or
under con

siderationf orimple mentation by

educational en tities. Wh  iles omeem erging
technologies suc ha sInt rusion Detecti onS ystem

softwareca na id in maintaining s ystem securi ty,

other te chnologies i ncluding In ternet Pr otocol ( IP)
Telephony, wirelessne tworks,a ndP DAsa re
creating ne w c hallenges f or sys tems security. T he
new challenges include the need for new policies and
procedures to maintain co ntrol overt hese
technologies, increased sy stem m onitoring by e ntity
management and staff to d etect unauthorized access,
and physical controls such as additional firewall and

encryption technologies to protect entity data.

Examples of emerging technologies that entities were

using or planning to employ include:

* 280 f105edu cational en tities m aintained
some type of Intrusion D etection Software.
An Intr usion Detection S ystem ( IDS) is a
software pr ogram desig ned to d ynamically
detect inappropriate, incorrect, or anomalous
activity o n hos ts ( individual servers) a nd
networks. IDS functions include monitoring
and repo rtingu seran ds ystemact ivity,

nd

vulnerabilities, check ing f ile integrit y, using

auditing sy stemco nfigurations a

statistical an  alysis and at tack-pattern
recognition, an d au diting u ser act ivity fo r
policy vio lations. A h ostl DSca nbe
deployed o nne tworks erversinc luding
firewall, d atabase, and Web servers to
host

including co nnection atte mpts. A ne twork

monitor ne twork tr afficint ot he
IDS principa lly opera tes by mon itoring
network tr affic through a network interface
card pl aced i na pa rticular s egment o f t he
network to be analyzed.

* 27 0f105 edu cational entities had deployed
or we re e valuating the installation of an IP
Telephone s ystem. IP telephony, or Voice

over IP (VOIP), is the transportation of voice

communications overa d atane twork
allowing many educa tional entitie s to take
advantage of their ne twork inf rastructures
and the I nternet and bypass local teleph one
services. IP telep honesyste msca n

encompass tra nsmission of vo ice

communications within the closed voice and

data network of an entity, communication to
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other IPte lephones onthe Inte rnet, or
communication to p hones ona tr aditional

circuit switched network.

There are th ree prin cipal security is sues
concerning VOIP:

» Authentication - Whena callis pla ced,
hasthe ¢ allr eachedthe d esired
destination without being diverted to an
unintended receiver?

» Nonrepudiation - When a call h as been
made, is the c onnectionlo ggedt o
substantiate the receipt of the call (such
that the receiver of the call cannot refute
the receipt of the call)?

» Accuracy - Was the ca Il secure from the
sender to the receiver of the call without
being in tercepted a nd possibl y a ltered
before being co mpleted t o the i ntended

receiver?

* 63 0f 105 edu cational entities have deployed
or are planning to deploy a wireless network
system. Wireless W  ide A rea Networks
(WWAN), Wireless Loca 1A rea Networks
(WLAN) and Personal Area Networks (PAN)
provide network connectivity over a limited
physical area w ith the use o f radio w aves,
microwaves or i nfrared light. M ost of the
security t hreats appl icablet oaw ired
environment also pose a ri sk to the wireless
environment. A dditional threa tstha ta re

unique to the wireless environment are:

» Eavesdropping - Current WLANSs use
frequencies an d t ransceiver po wers t hat
allowan u nauthorizedu sert he
capabilityt o intercepta ndvie w
unencrypted da ta tra nsfers outside t he
building, unless there exists some kind of

electromagnetic shielding.

» Transitive Trus t - Thea bilityf ora
perpetrator to set up a false w ireless
access point that is used to acquire user

IDs and pa sswords w hen their wirele ss

devicea ttemptstolo gont o the
unauthorized wireless access point.

» Denial of Service - Due to the nature of
the radio transmission, WL ANs are very
vulnerable ag ainstden ialo fs ervice
attacks. A ttackerscanjamall thera dio
communications of a WLAN with a high-
powered transceiver or by usin g
incompatible wirelessd evicesint he
same area as the WLAN.

Ina ddition to the un ique vul nerabilities
presented abo ve, wireless pro tocolst hat
allow d evices suc h a s la ptop comp uters to
communicate to a w ireless access point on a
traditional w ired network s uch as 802.11b
and B luetooth represe ntrela tively new
technologies. S ince the principal purpose of
these protocols was to facilitate the m obility
and ea sy a ccess of users, they were not
developed w ith s trongs ecurity an d us er
authentication options found in a traditional
wired netw ork. S pecifically, insta lling a
wireless access point with the default
security sett ings representsa  signif icant
security risk to the wired network assets due
to the ease i n which unauthorized users can

breach wireless security.

46 of 105 educational entities either officially
or unofficially permitted PDA s on netw ork
resources. PDAspo sea new t hreatto

network security whe nuse rs synchronize
data be tween t heir handheld d evices a nd
desktop or laptop computers connected to an
entity’sne twork. T  he sync hronization
process involves the two-way transfer of data
betweent heP DAan dth eco mputer
connected to the e ntity ne tworkv iaa

docking sta tion linked toa perso nal
computer or via an infrared connection to the
personal c omputer. P DAs may also a ccess
networks through the use of a modem. With
the growth of PDAs used to access networks,
virus writers and ot her ha ckers have be gun
tod irectsome of the ir attentionont his
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comparatively easy u nsecured target.
Viruses f or the Pa
(PalmOS) devi ces

September 2000 and this finding signaled a

Im OperatingS ystem
were di scoveredi n
new me thodtobr each networkse curity
systems. P DA viru s or wor m pr ograms
could be tra nsmitted by active Web ¢ ontent
including Acti  veX, Java scripts and

executable pr ograms when ha ndhelds a re
synchronizedto a ne tworked ¢ omputer
where significant damage can be d one. T he
large baseo  fs harewarean d freew are
programs for PDAs also increases the chance
of obtaining programs with destructive code
dueto t heo pens ourcen atureo ft hese
programs and corresponding lack of controls
to preven t a lteration of f ilesin the publ ic
domain. Ac wurrent def ense ag ainstth e

transfer of d estructive ma terialf rom
handhelds t o ne twork ¢ omputers i ncludes
thein stallation of PDA -specific a ntivirus
programs o nt he networked ¢ omputer to
screen all data transfers from the PDA to the
When PD As are used

within a nen tity t o obta in or ma nipulate

user’s co mputer.

confidential d ata, othe rse curityiss ues
surface. PD Aso perating un der certain

versions of t he Pa ImOS contain a n a ccess
back door available to anyone with software
applications used by d evelopers to crea te
The devel

application al lows a pers ont o by passany

Palm appl ications. oper
password co ntrols t o a ccess d ata st ored on

the PDA.

Recommendations:

Overall, there is a need for the promotion of best
practices on a Statewide basis. The new
educational governance model provides an
opportunity for the State to create a resource pool
which could be made available to educational
entities Statewide. The Office of Technology and
Information Services has been created to manage
technology issues under the Department. Within
the Office of Technology and Information Services,

an Educational Purchasing and Information Center
(EPIC) should be established that would aggregate
current entity infrastructure information on all
educational entities and provide a basis for
promoting and assisting in the establishment of
best IT business practices by educational entities.
To help facilitate improvements in the areas of
concern noted above, EPIC should work with entity
management to promote, encourage, and provide
guidance in sound IT business practices in the
following areas:

* Long-Range Technology Planning. Future
hardware and  software  technology
requirements should be examined and this
information used to develop long-range
technology plans to guide future
technology purchases. Long-range plans
should examine the entity’s supported
technology base to determine if provisions
to consolidate the number of supported
systems can be accomplished to reduce
costs associated with maintaining multiple
platforms and operating system software.

e Risk Assessment. All entities should
maintain a regular risk assessment
framework. The framework should
incorporate a regular assessment of relevant
information technology risks to the
achievement of business objectives. The
risk assessment should incorporate both a
global view and individual system views,
including network system diagrams to aid
in determining system risks. Entities
should use the completed risk assessments
and network diagrams to define controls
and security measures to mitigate exposure
to risks on a continuing basis.

* Network Diagrams.  Accurate network
diagrams, or logical layouts of the network,
assist security personnel in determining
how to secure access points into their
networks.

e Policies and Procedures. Information
technology policies and procedures should
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be created and maintained. It is the duty of
entity management to formulate, develop,
document, and disseminate controlling
policies and procedures (covering topics
such as security configuration standards,
connection of devices to the network and
the Internet, and procedures for granting
and terminating users’ access to system
resources, among other things). The
policies and procedures should be reviewed
and updated periodically to maintain
relevance.

* End-User Agreements. End-user
agreements should be prepared and
reviewed by legal staff to ensure their
completeness. The agreements should
cover guidelines for use of entity network
assets, the Internet, and E-mail usage.
Entities should record user
acknowledgement of receipt and
understanding by either a signature or in an
electronic format. The agreements should
be a component of security principles and
awareness training provided to end-users.

e Firewalls. Properly maintained and
configured firewalls are vital components
of a security structure to defend against
unauthorized intrusions from outside
connections. Since all educational entities
maintain connections to external networks,
firewall systems should be deployed in all
entities to assist in protecting internal
trusted networks. Network systems not
maintaining firewalls put the data assets of
the entity at great risk for unauthorized
access and increase the possibility of a
disruption of service to users through
attacks on system assets by unauthorized
individuals or groups.

* Antivirus Software. Due to the easy ability
to deliver viruses over the Internet, through
E-mail, and over Wide Area Networks,
educational entities should fully deploy
antivirus software on host and

client/workstations to defend network
assets. Procedures should also be in place
to continuously update antivirus software
to maintain current virus definitions that
offer a defense against attacks by new
viruses. Entities should also examine the
use of technologies available to push
updated virus definitions and antivirus
program updates to client and host
machines from a central source in the
information technology department. This
would eliminate the process of manually
updating each machine or relying on the
individual user to institute the updates
reducing the chances that all machines do
not have the latest antivirus configuration.

Disaster Recovery - Alternate Processing
Facilities. Florida had 59 reported hurricane
and tropical storm events between January
1994 and December 2000, resulting in over
two billion dollars in property damage.
Due to Florida’s susceptibility to severe
weather, all educational entities should
maintain adequate disaster recovery plans,
including either reciprocal agreements with
outside entities, adequate alternate sites
within their own campuses, or vendor
contracts for alternate sites for processing
critical applications. Entities should also
conduct periodic testing at alternate sites, as
needed, to ensure compatibility of
equipment and validation of disaster
recovery plan procedures.

Intrusion Detection Systems. Due to the
interconnected nature of entity networks,
all entities should examine the prospect of
installing IDSs to protect the integrity of
network and host systems. While IDSs are
reactive and display network attacks in
progress rather than proactively preventing
attacks, IDSs with properly instituted
procedures to monitor, analyze, and
respond to alerts, provide an extra layer of
protection over critical data center assets in
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the event other measures such as firewalls
are breached.

* Internet Protocol Telephony (or VOIP).
Users of VOIP should examine their
systems to ensure they provide a secure
environment for voice communications.
Entities exploring the use of VOIP should
make sure their planned installations
support encryption protocols to ensure the
security of voice traffic, including the use of
VPNs or related technologies if voice traffic
will be channeled over the Internet.

e Wireless Networks. While wireless
networks provide mobility for staff and
student users, they also increase security
risks for wunauthorized access or the
delivery of virus type programs to network

resources. All entities deploying wireless
networks should properly configure their
systems to lessen the chance of
unauthorized access including  the

deployment of VPNs and firewalls. Failure
to encrypt data transmissions and the
absence of a firewall defense provides
eavesdroppers and intruders easier access to
penetrate production systems over network
resources. Entities should also enact
security policies that discourage the
installation of wireless networks by system
users without the approval of appropriate
information technology staff or
management. Unauthorized wireless
networks usually do not have the security
measures in place to prevent unauthorized
access to system resources including the
bypassing of firewalls.

e Personal Digital Assistants. All entities
should create policies defining the
acceptable use of PDAs on data network
equipment. Additionally, entities

supporting the use of PDAs should equip
all personal computers, capable of logging
on an entity’s network and used to
synchronize with PDAs, with antivirus

software to filter the transfer of files
between units. The antivirus software
should be updated continuously to obtain
new PDA virus/worm or trojan definitions.
Entities should also explore the use of
enterprise software that centralizes PDA
management and synchronization with
Exchange-based E-mail and other
applications.  Furthermore, any entities
allowing the synchronization of
confidential information to PDAs should
install appropriate third party security
software such as data encryption on those
devices.

The Department should, through EPIC, assist
educational entities in the creation and
maintenance of information security strategies.
EPIC could serve as a principal point of contact and
coordination for entity security personnel by
accumulating and distributing computer security
information and alerts, perhaps via a Web portal
devoted to security issues. The Web portal could
aggregate selected security issues and content

similar to the myFlorida.com portal, which
centralizes State government activities for
Floridians. The security portal would need to be

restricted to entity representatives actively
managing security for the institutions similar to an
internal Intranet.

EPIC could also host a statewide Computer
Incident Response Team (CIRT) to react to security
breaches and assist educational entities when
requested. Duties of the CIRT might include:

* Documenting the priority and sequence of
actions to be taken when dealing with an
intrusion.

* Developing policy to indicate what types of

intrusion response  actions require
management approval and which are pre-
approved.

* Organizing the structure and staffing of the
CIRT.
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Creating policies to guide CIRT actions
concerning intrusions, including reacting to
the intrusion; communicating the intrusion
to necessary parties; collecting intrusion
evidence that meets the preservation of
evidence required by local law enforcement
and the Federal Bureau of Investigation;
taking steps to eliminate the ability of the
intruder to access system resources;
implementing recovery provisions; and
reviewing the intrusion to determine if
current policies and procedures need
adjustment.

Developing responses to handle intrusions,
including configuring redundant
equipment to preserve the compromised
machine for further study and for the
preservation of evidence should there be
legal proceedings.

Having legal staff review policies and
procedures pertaining to CIRT activities to
ensure they are legally defensible and
enforceable, reflect current  overall
organizational policies and procedures, and
reflect best practices in exercising due care.

Providing constant training to CIRT team
members.

The Department should further consider the
following means to assist in the deployment of
good IT security practices:

To assist the CIRT team, joining
organizations such as InfraGard. InfraGard
is an information sharing and analysis
effort, serving the interests and combining
the knowledge base of a wide range of
members. At its most fundamental level,
InfraGard is a shared undertaking between
the United States Government (led by the
Federal Bureau of Investigation and the
National Information Protection Center)
and an association of businesses, academic
institutions, State  and local law
enforcement agencies, and other

participants dedicated to increasing the
security of critical infrastructures within the
United States.

e Through EPIC, developing template
documents representing security “Best
Practices,” detailing the process of
conducting a risk analysis, documenting
network topologies, creating shell end-user
agreements, and shell documents for
information  technology  policy and
procedures manuals. By converting these
items into a database available to all
entities, the Department could allow an
entity to access the database and create a
“living document” that meets the entity’s
specific requirements. This information
could be made available to all entities from
the security web portal with provisions in
place to keep the content current.

e Hosting and moderating a K-20 security
discussion group on the Web portal to
consolidate security information such that it
is available in a seamless fashion to all
entities regardless of the type of student
they service.

Acquisitions of Application Systems

As application technologies for student information,
human resources, financial, and purchasing systems
are im plemented, replace d, o r updated, t here are

basic o bjectives that all entities face in this process.
These ob jectives inc lude creating a nd maintaining
enterprise s ystems that are secure, robust, intuitive,
powerful, efficient, and transparent to users. Trends
that willd rive th is proc ess includ en ot o nly the

ability to pr ovide a ccess and a ctive proce ssing of
student in formation o ver the I nternet, b ut al so the
desire to d evelop and implement Internet a ccessible
human resources, financial, and purchasing services.
To accomplish these goals, many educational entities
have implemented or intend to implement Enterprise
Resource P lanning (ER P) software. ER P software

-10 -
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represents multi-module a pplications that support a
broad r ange of a ctivities (finance, pa yroll, human
resources, etc.) using a n integrated database to store
data.

As of June 2001, D epartment and Board technology
leaders for public schools, com munity colleges, and
universities i ndicatedth ey di dn oth aveaful 1
understanding of the cha nges that may be dicta ted
by the Office of Technology and Information Services
over techn ology a cquisitions w ithin t heir a reas of
responsibilities.

Department a nd B oard te chnology leaders f urther
stated th at th e i ndependent struct ures o f distric t
school boards and community colleges may limit the
type of control t he ne w o ffice will have over t heir
purchasing d ecisions.  State U niversity S ystem
representatives were in the pro cess of evaluatin g a
change f rom S tatea gency toa non- State a gency
status. A ch ange to non-State agency status would
require the universities to manage payroll and other
financial f unctions n ow p erformed by the F lorida

Department of Banking and Finance.

Universities:

The impact of the new educational governance
model on the legal status of the universities had
not been established. However, all universities
were in varying states of acquiring or enhancing
financial application systems.

In the un iversity se ctor, te chnology pur chasing
he statuso ft he
institutions w ithin the S tate govern ment sy stem.

trends may be dictated byt

Currently the public universities use the functions of
the F1 orida A ccounting Inf ormation Resource
(FLAIR) Subsystemf or accountinga nd pa yroll.
Additionally, t heS tatecont inuest o maintain
possession of a Il non-local f unds managed b y t he
State un iversities. I nc onnection witht he new
education governance model, Department and Board
officials ant icipated t hat t he u niversities co uld be

legislated as “body corporate,” and will no longer be
legally c onsidered S tate a gencies. If t hey bec ome
“body corporate,” the universities will no longer fall

under th e State treasury an d m ust assume the

accounting and payroll functions now performed by
the De partment of B ankinga nd Finance thr ough
FLAIR. Dur ing meetingsheld f oru niversity
Information R esource Ma nagers in May 2001, each

institution detailed early pla nst opr ovidet he
technology a nd a pplications needed to  process
transactions n ow pr ovided by the De partment of

Banking a nd F inance should their sta tus cha nge.
Proposed sol utions included the ins tallation of ERP
software, expan ding t he use o f so ftware curren tly
thin a

consortium of institutions, and outsourcing activities.

deployed, d evelopment of so lutions wi
Transactions that w ould be the resp onsibility of the
universities include, but are not limited to:

* Payroll Processing and Tax Reporting
*  Accounting and Financial Reporting

* Treasury Management and Investment
* Bonding

* Insurance and Risk Management

* Employee Insurance Benefits

Any s olution pr ovided would ha vet o pre senta

commonf{ inancial ma nagementi nformation-
reporting fo rmat fo r budgetary purpo sesan dfo r
reporting a sa co mponent un it withint he S tate’s

Comprehensive Annual Financial Report.

The u niversities had n ot received State fun dingto
purchase new systems or system upgrades to process
transactions sh ould t hey be required to provid e
services performed curren tly by the Department o f
Section 215.93( 2), F lorida

Statutes, prohibits State agencies from the creation of

Banking an d F inance.

financial management systems tha td uplicate the
ided by  the Flor
Management I nformation Sy stem (FF MIS). An

exemption must be gra ntedf rom the

systems prov ida Fina ncial

Financial
the

recommendation of the FFMIS Coordinating Council

Management] nformationBo ardu pon
to proceed w ith devel opment of a ny i nformation

systems duplicating FFMIS services.

During the FEMIS C oordinating C ouncil meeting in
August 2001, a repres entative from the University of
South F lorida (USF ) pres

ented pl ans for

-11 -
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implementation ofa n ERPs ystemto pr ovide
transaction pr ocessing for accounting activities now
processed th rough th e State acco unting sys tem.
After the presentation, a motion was presented and
approved by t he C ouncil to all ow an exe mption
pursuant to Section 215.93, Florida Statutes, granting
USF the right to acquire and implement the required
softwaret op erformac countingfu nctionsno w
provided by t he State. Th e Co uncil appr oved th e
motionan d pl aceditasan agendaitemf ort he
ard
(Governor, Comptroller, and Treasurer). On August

Financial Man  agement]  nformation Bo
28,20 01, t he F inancial Management I nformation
Board appro ved th em otionan d al so del egated
FFMIS Coordinating Co uncil to

approve exemptions for the other universities when

If

authority t o the

requests to purc hasea nd insta inancial

management systems are received.

Survey r esponses a nd su bsequent obse rvations of

planning se ssionsr elatingto f uturea pplication
acquisitions i ndicated a 1l universi ties wereint he
process of pla nning, pur chasing, or a ctivating
software t o meet t he exp ected tran saction pr ocess
currently acco mplished b y th e FLAI R Subsy stem.
Specifically, f or the rep
provided by the FLAIR Payroll Component:

lacement of f unctionality

* 20f10universities w ere inth e processo f
activating modules within currently running

application suites.

* 50f10u niversities were exam ining ERP
solutions

e 30 f10un
consortium to e

iversities were creatin ga

xaminea ¢ oordinated

solution.

Fort her eplacement off inanciala ccounting

functionality now provided by FLAIR:

* 1of10un iversities w as int he pro cesso f
activating modules within currently running

application suites.

* 80 f10u niversities were exam ining ERP

solutions.

* 1 of 10 universitie s wa s examining m ultiple
software options.

As o f D ecember 2001, Bo ard u niversity t echnology
leaders indicated that until the Of fice of Technology
and Information Services is staffed and functioning,
it would not be finalized how the Office would affect
or participate in university technology acquisitions.

Community Colleges:

The installation of ERP systems continues as a

trend for community colleges.

Community colleges are locally based and governed
entities w ith sta tutory a nd f unding tie st oS tate
government, b ut are n ot under State agency s tatus.
Under the new e ducational gove rnance s ystem, the
Division of C ommunity C olleges, a d ivision of the
Board w illco ntinuet oo verseean dexec ute
community col lege s ystem resp onsibilities und er
State law.

The co mmunity co llege s ystem is c omprised of s ix
individual consortia. The consortia are structured by
grouping the colleges by t he type of data processing
equipment they maintain, the size of the institution,
or the des
functions. One consortium includes all institutions in

ireto col laboratein da ta process ing
adi stancel earning project . Mem bersi n most
consortia share expenses, data processing equipment,
and sta ff in the developme nt, imple mentation,
acquisition,a nd ma intenanceof stud enta nd
administrative software. Under the new educational
governance model, B oard commu nity colle ge
technology leaders expect the consortia to stay intact.
As of June 2001, t he colleges were in the process of
contracting with a co nsulting fir mt o an alyze th e
efficiency o fth ecurre ntadm inistrative data

processing systems.

the2 8
community c olleges, ha If ( 14) used E RP sof tware

Survey respon sesi ndicated tha t, of

suites. Another 12 colleges responded as being in the
process of in stalling a dditional m odules t o existing
ERP software systems or installing new ERP systems.

One co mmunity colle ge wa s in the proces s of

-12 -
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obtainingbi dsan deval uatingaR equestfo r

Proposals for the procurement of ERP software.

Colleges cont inuet he process of in stallinga nd
of

implementations that began as a solution to the Year

supporting ERPs  ystemsin acarry-o  ver
2000 software compliance issues. As legacy systems
in colleges, not already using an ERP system, fail to
provide required functions for their institutions, ERP
systems ma y p ossibly p rovide thi s{ unctionality

driving further purchases of such systems.

District School Boards:

Certain district school boards have encountered

difficulties implementing ERP systems.

District school boards are a part of the State system
of public education. District school boards operate,
control, and supervise all free public sc hools in their
respective d istrictsa nd may exercisea ny po wer
th e State

except as expressl  y pr ohibited by

Constitution or general law.

Aso fD ecember 2001, D
leaders i ndicated t hata d etermination o f ho w t he

epartment technology

public school tech nology structure w ould cha nge
under the new educational governance model would
not be ma de unti 1 the f ormation of the Of fice of
nd Inf
completed. L iket he co mmunity co llege system,

Technology a ormationS erviceswa s
public sc hools ma intain the irow nind ividual
financial i nformation systems o utside of the S tate
system, but are subject to State and Federal reporting

requirements.

While the majority of larger school districts maintain
their o wn d ata process ing f acilities, ma ny of the
smaller d istricts s hare s oftware d evelopment a nd
data processing facilities in one of the public school
consortia. Th e State h as en couraged distric ts w ith
under 20,00 0 fu ll-time eq uivalent s tudents t o en ter
into consortia through legislation and the aw arding
of incentive grants to participating school districts.

The r ange of ¢ omputer e quipment, pa rticipationin
consortiums, a nd d isparity in st udent p opulations
and budg ets bet ween di stricts has created aw ide
range of softwares olutionst opr ocessstud ent,

human resources, and financial transactions. During
the pu sh t o u pdate appl ications f or t he y ear 2000
concerns, ma ny d istricts i nstituted pla ns to repla ce
applications with ERP sol utions. Survey responses
indicated that:

* 8 of 67 district school boards were using ERP
software.

* 14 of 67 district school boards had a Request
for Proposals in pr ocess for new information
technology projects.

* 270f67di strictschool b oards w ere in t he
process of in stalling ne w a pplication a nd
systems software.

Inrecent audits of t he Br oward, P olk, and Vol usia
county di stricts chool b oards, w e noted s everal
common prob lems in i mplementing E RP s olutions.
These problems resulted in delays and cost overruns
in the i mplementation p rocess a nd hi ndered the
deployment of ERP software. These included:

* Failuret oclea rly d efine require mentsi n
vendor c ontracts, to e nforce timely d elivery
of afu lly fu nctional s ystem t hat m et t he
needs of the district.

» Difficultiesi na dequatelysta ffingt he
implementation pr oject with di strict sta ff,
dueto t hen eedt oretai nstaffin le gacy

operations to process transactions.

o the
development of thes ystems, result ingi n
cted

* Districtsi nstitutingc hangest
substantial cost sa bove the contra

amounts.

* Inadequate training of end-users on the new
systems.

For a more complete understanding of these matters,
please see audit report N os. 01-133, 01-131, and 01 -
150.

Recommendations:

To support best practices on a statewide basis for
purchasing and implementation of information
technology equipment and software, the

-13 -
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Department should utilize the proposed EPIC
structure to assist all entities. Specifically, the
Department should consider including the
following features within EPIC to promote the
effective and efficient functions of purchasing,
installation, and maintenance of information
technology products:

e The EPIC portal should include a Web-
based e-procurement component @ to
integrate cooperative purchasing
agreements currently in place such as the
“Computer Refresh Program,” a community
college agreement with a major personal
computer vendor for the volume purchase
of personal computers. Additionally, the e-
procurement component should integrate
state technology contracts available through
the STO and e-procurement initiatives by
the Department of Management Services.

e The EPIC purchasing component of the
portal should serve as an information
source for existing and new technology
purchasing and maintenance decisions.
Using statewide technology information
obtained by EPIC, members could access
information on other members who have
purchased or are in the process of
purchasing software technologies. For
example, a district school board could
search for all entities using, or considering
the purchase of, a particular ERP vendor’s
product and obtain entity and vendor
contact names to utilize in their research
and possible acquisition of that vendor’s
product. The portal should also host
discussion groups on topics such as ERP
solutions, specific vendor product topics
including implementation and
maintenance, and new  technology
acquisition and implementation. The
members could also wuse information
resulting from the EPIC discussion groups
to request vendor improvements for future
releases of software used by or under
consideration for purchase by the entities

and provide the ability to share software
solutions to entities with similar platforms
and software.

e Information on best IT acquisition practices
should be made available through EPIC.
To help promote these practices, the
Department should consider preparing
template documents for entities to use
when contracting for IT products or
services. For example, a 1998 study by the
California Legislative Analyst’s Office
assembled best business practices used by
the private sector to develop, acquire, and
implement information technology. (See
Attachment B.) The Department, through
EPIC, could create a similar set of
acquisition best practices to meet the needs
of Florida educational entities. The
template documents could incorporate
these practices and be available for use by
all entities when procuring information
technologies.

Recommended Legislation:

Chapter 282, Florida Statutes, should be
amended to clarify responsibility for

information technology functions within
Florida's seamless K-20 education system.

Chapter 2001-170, Laws of Florida, amended Chapter
229, Florida St atutes, t o provide for changes to t he
governance s tructure of Florida's ed ucation sy stem.
This included, in part:

e Section 229.003, F
amended to, among other things, abolish the
Boardo f Regentsan dSt ateBo ardo f
Community Co llegesa nd tran sferth eir

lorida St atutes, w as

powers, duties, and functions to the Board of
Education.

e Section229.006 1,F loridaSt atutes, w as

created, provid  ing guid  elines f

or
implementation of Florid a's sea mless K-20
education system. This includes establishing
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within t he O ffice of th e Commissioner o f
Education the respo nsibility f or opera ting
Statewide functions necessary to supp ort the
Board of Education. A reas of responsibility
atama ucation

include d nagement, ed

technology, an d an edu cationdat a
warehouse,a swe lla ste chnologya nd

information services.

Chapter 282, Part I, Florida Statutes, which provides
legislative expecta tionsf orS tateinf ormation
resources management, h as no t been a mended to

reflect the governance changes. Specifically, Sections
282.005(9), 282.3031, and 282.310(2), Florida Statutes,
continue t o a ssign certa in respo nsibilities f or t he
information tec hnology oftheS tate U niversity
System and the Flor ida Community College System,
toth e Bo ard o f R egents an d th e State Bo ard o {

Community Colleges, respectively.

Recommendation:

The Legislature should amend the provisions of
Chapter 282, Florida Statutes, to pinpoint
responsibilities for information technology of
community colleges and universities within the
new governance model provided for in Chapter 229,
Florida Statutes. The Legislature should consider
further defining the overall role of the Board of
Education in promoting, encouraging, and
facilitating the effective use, management, and
operation of information technology for the entire
K-20 education system.

HIPAA:

District school boards, community colleges, and
universities may be subject to significant new
compliance requirements related to data
interchange, privacy, and security, pursuant to
the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), Public Law
104-191.

HIPAA a ddresses e lectronicd atainte rchange,
privacy, an di nformation s ecurity st andards fo r
personal health i nformation. HIPA A also provides
for civil a nd cri minal penalties f or noncompliance.

Pursuant to HIPAA, the United States Department of
shed

regulations on electronic d ata interchange standards

Healtha ndHu man$S ervicesha s publi

and privacy, with security regulations expected to be
published during 2002.

Provisions include, in part, using a mandated set of
transactionc odes tocl assify da ta, esta blishing
secured methods to transmit data, and having certain
he da ta.

Provisions to use classification codes set by HIPAA,

security f unctions in pla ce to protect t

electronic transmission s tandards, an d au dit t rail
requirements could require entities to convert paper
documents to electronic format, subjecting entities to
the security pr ovisions o f HIPA A. The Fed

regulations have staggered deadlines for compliance,

eral

beginning on O ctober 16, 2002 fo r t he t ransaction
rule. (See Attachment C fo r further information on
HIPAA.)

Many Florida educational entities could be subject to
HIPAA. For exa mple, s ome dis trict school b oards
are self-in sured en titiesfo rem ployeeh ealth
coverage. In addition, some colleges and universities
are pr oviders of he althc arese rvicesthr ough
teaching hospitals, dental programs, and other health
care curricula. Because o f the significance of t hese
provisions on the ha ndlinga nd tr ansmission of
health r ecords, a dvance pla nning to e valuate the
impact of the HIPAA requirements on district school
boards, colleges, and universities will serve to reduce
the difficulties in making the necessary transition to
comply with these new requirements.

Recommendation:

The Department should serve as a resource for
educational entities their assessment of
subjectivity to HIPAA requirements and, where
applicable, preparation to implement compliance

in

therewith. This could include disseminating
information to applicable entities, encouraging
information  sharing among entities, and
facilitating, = where  practicable, = multi-entity

procurements of products and services related to
assessing HIPAA applicability or implementing
modifications to systems and procedures to provide
compliance.
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Scope, Objectives, and Methodology:

The sc ope o f this pro ject fo cused onsurvey ing
Florida'sed wucationale ntitiesrega rdingt heir
information technology structures d uring the period
April 2, 2001, through June 15, 2001. O ur objectives
were to determi ne the currentsta tus of enti ty
information tec hnology structures a pplicablet o
financial management functions, and to evaluate the
impact of the new governance model for educational
entities as provided in Chapter 229, Florida Statutes,

as amended by Chapter 2001-170, Laws of Florida.

We adm inistered th e su rvey to t he educati onal
entities in a n on- line f ormat a nd verif ied with the
entities the accuracy and completeness of our records
of their survey respo nse submissions. Ho wever, we
did not perform audit procedures to independently
test t he accuracy of en tity represen tations in th eir
survey responses.

We al so comm unicated with D epartment o fficials
throughi nterviewsa nd writtenc orrespondence

regarding the status of orga nizationala nd
management cha nges a nd inf ormation tech nology

plans in connection with the new governance model.
Authority:

Pursuant to the provisions of Section 11.45, Florida
Statutes, I have directed that this report be prepared
to present the results of this project.

William O. Monroe, CPA
Auditor General

Department Response:

In a response letter dated January 18, 2002, the
Commissioner of Education generally concurred with our
findings and recommendations. The Commissioner’s
response can be viewed in its entirety on the Auditor
General Web Site.
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Attachment A
Hardware and Operating Systems

Figure 1 — Production Server Hardware
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Figure 2 — Production Server Operating Systems
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Figure 3 — Client Operating System
30% -
259% 47
F
20% 7
15% 7
10% 7
5% 17
ko wWindows wWindows
- 000 wWindows MT | Macintosh LI LRl oos assz M.
2B 214 205 1624 A e 3 3% 13

-17 -




January 2002 Report No. 02-133

Attachment B
Selected Text from
California Legislative Analyst’s Office
“Best Practices on Information Technology Projects”
Report

e Base Procurement on Best Value, Not Lowest Cost - By using the “Best Value” approach, the vendor’s bid is c ombined
with such factors as the proposed technology solution, experience in performing the contracted services, financial strength of
the company, experience of the vendor’s staff or contracted consultants, and other applicable project components.

e  Outline Business Problem Then Allow Vendor to Propose Solutions - Ra ther than proposing a te chnology s olution,
entities should present the business processes and have the vendors develop solutions using the vendors’ technology.

e Develop Smaller Projects with Milestones - Rather t han dev eloping la rge m ultiyear projects for b id, dev elop smaller
projects with definite milestones.

e  Prioritize Project Elements Up Front - Each project has three major components: (1) the budget, (2) the schedule, and (3) the
functionality of the system. The project manager should have a good understanding of the entity priorities for each of these
items. If the priority is the schedule, the project manager should have the ability to commit funds over the budgeted amount
to complete the project on schedule. If the priority is budget, the project manager may have to decrease the functionality of
the project to complete it within the budget.

e Establish Measurable Objectives for the Project - Projects should have measurable objectives to determine if the project has
met the objectives of the organization or in defining contracted deliverables for vendor payments.

e Require the Use of Project Management Methodology - Project management methodology is a blueprint of how the project
will be administered. It provides the components used by the project manager to track the progress of the project to decrease
the risk of ope rational failure or ¢ ost overruns. Com ponents include using a c ompetent projec t m anager, dev eloping a
strategic plan, use of a cost accounting system, and establishing a d ispute resolu tion process and a p rocess to im plement
changes to the project when needed.

e Require Letter of Credit from Vendors on Larger Projects - Should the project fail, maintaining a let ter of credit from the
vendor may allow the entity to recover some of its losses. A letter of credit also allows the entity to collect funds in a shorter
time period than a p erformance bond. Bec ause the vendor m ust maintain hi gher financial reserves than a p erformance
bond, the cost of the project may be increased.

e Use a Quality Assurance Contractor - Quality assurance contractors help entities to identify and assess problems that can
occur in a project and propose solutions to the problems. Also known as Independent Verification and Validation vendors,
the ¢ ontractor will a ssess pe rformance b y rev iewing pl anning documents, asses sing the qu ality of design , ev aluating
computer code written, and performing other project tasks.

e Pay Vendor Only Upon Acceptance of Tested Project Deliverables - S pecific deliv erables shou 1d b e writ ten i nto t he
contract and vendor payment should not be released until the entity verifies the completion of the deliverable.

e Write Stronger Contracts to Protect the Entity - Cont racts should b e writ ten t o meet t he needs of t he in formation
technology purchased including clear responsibilities of v endor and entity, clearly defined liabilities, a d ispute resolution
process, and terms for payment including specified deliverables.

e Enforce the Terms of the Contract - If a vendor is not held to contracted terms during the project, the entity risks losing
control of the project and jeopardizes the chance the project will be completed with the contracted functionality it desires.

Source: California Legislative Analyst's Office, December 15, 1998, State Should Employ “Best Practices On Information Technology Projects”
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Attachment C

Health Insurance Portability and Accountability
Act of 1996 (HIPAA)

Executive Summary

BACKGROUND

Congress p assed HIPAA p rimarily asaw ay to allo w i ndividuals t o c arry he alth ins urance f rom e mployer t o e mployer.
However, t he HIPAA requir ements a re b roader, wit h pr ovisions for t he U nited S tates Depa rtment of H ealth and H uman
Services (HHS) to develop electronic data interchange, privacy, and information security standards for the healthcare industry.
HIPAA also provides for civil and criminal penalties for noncompliance, including: fines up to $25,000 for multiple violations of
the sam e re quirement; a nd, fines u p to $25 0,000, im prisonment u p t 0 10 ye ars, o r b oth, f or t he wro ngful disc losure o f
individually identifiable health information with the intent to sell that information.

COMPLIANCE SCHEDULE

The final Transaction Rule, which contains electronic data interchange standards and was incorporated as a fede ral regulation
into 45 CFR Parts 160 and 162, was p ublished on August 17, 2000, making the compliance d ate O ctober 16,2002. The final
Privacy Rule was pu blished in the Federal Register on D ecember 28, 20 00, but was no t e ffective until April 14, 20 01, making
compliance required by April 14, 2003. The Privacy Rule was incorporated as a federal regulation into 45 CFR Parts 160 and
164. T he proposed Security Rule, 45 CFR P art 142, has not been published in its final form, but is expec ted to be published
during 2002. The law gives HHS the authority to make appropriate changes to the rules prior to the compliance dates.

INFORMATION PROTECTED
All medical records and other individually identifiable health information used or disclosed by a c overed entity in any form,
whether electronically, on paper, or orally, are protected.

ENSURE THE SECURITY OF PERSONAL HEALTH INFORMATION

Upon its finalization, the Security Rule will establish the security standards that covered entities must meet to maintain covered
records and health information. T he current requirements are flexible and scalable to account for the nature of each entity's
business, and its size and resources. Entities may be required to maintain:

*  Security plans defining the actions required of personnel to maintain security over covered medical records.
*  Security training for all employees maintaining, using, or transmitting covered medical records.

*  Physical security measures to properly restrict access to covered medical records within the data system(s) and provide
verifiable audit trails and monitoring of records.

EQUIVALENT REQUIREMENTS FOR GOVERNMENT AGENCIES

The prov isions generally apply equally to private sector and public sec tor entities. For example, both private hospitals and
government m edical units have to comply with the full range of requirements, such as providing notice, ac cess rights and
requiring consent for routine uses.

PRESERVING EXISTING, STRONG STATE CONFIDENTIALITY LAWS

Asrequ ired by t he H IPAA law itself, st ronger st ate la ws (like t hose c overing m ental hea Ith, H IV infec tion, and A IDS
information) continue to apply. In circumstances where states have decided through law to require certain disclosures of health
information, the final rule does not preempt these mandates.
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SPECIAL REPORT ON THE
INFORMATION TECHNOLOGY INFRASTRUCTURE

OF FLORIDA EDUCATIONAL ENTITIES

This project was conducted by Brian R. Rue, CPA*, CISA, and supervised by Nancy M. Reeder, CPA*, CISA. Please contact Jon Ingram,
CPA*, CISA, Audit Manager, with any questions regarding this report. He may be reached via e-mail at joningram@aud.state.fl.us or by
telephone at (850) 488-0840.

This report and other Auditor General reports can be obtained on our Web site (www.state.fl.us/audgen); by telephone at (850) 487-9024; or
by mail (G74 Claude Pepper Building, 111 West Madison Street, Tallahassee, Florida 32399-1450).

*Regulated by State of Florida
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FLORIDA DEPARTMENT OF EDUCATION

CHARLIE CRIST
COMMISSIONER January 18, 2002

William O. Monroe, CPA

Auditor General - State of Florida
G74 Claude Pepper Building

111 West Madison Street
Tallahassee, Florida 32399-1450

Dear Mr. Monroe:

Your report has been reviewed by the Department of Education and education
sectors covered in your report. We concur with your general statements that the
Department of Education should promote sound information technology (IT) business
practices among the education entities. We also concur that there can be areas in the
information technology environment where it would be appropriate for the Department to
facilitate solutions which could be utilized by the school districts, colleges and
universities.

While the Office of Technology and Information Services (OTIS) within the
Florida Board of Education has not yet been established, we see the role of this new
entity as one of assistance, coordination and facilitation to the local institutions. We
clearly recognize that there are expectations for the planning and collecting of data and
information, which are required for good management and accountability. However, with
the continued emphasis on devolution and local control, we would envision that the
Office of Technology and Information Services would recommend IT solutions of varying
levels of detail and specificity depending on the IT area involved.

While the current education IT divisions are already doing many things in the
areas you discussed, there are always opportunities to strengthen, improve, and expand
these practices, and to do more sharing among the iocal education institutions. We
expect to create policies and processes that enable a balance between local flexibility
and consistent IT business practices in order to maintain school, college, and university
responsiveness to user demands.

We look forward to the opportunity to work with the institutions in developing a
meaningful information technology strategy that will support and advance the new K-20
education delivery structure.

Charlie Crist
THe CapimoL
Florioa Amanmc University TOwer Praza Lever 08 University oF SoutH Floripa, St.PeTerssURG Campus
220 S.E. 2np Avenue, #726 TALLAHASSEE, Florpa 32399-0400 POY 248, 140 71 Avenue SoutH
Fr. Laucerpate, Floripa 33301 (850) 487-1785  SC 277-1785 Sr. Pererssurg, Florpa 33701
(954) 762-5322 Fax (850) 413-0378 » 5C 993-0378 [727) 553-3730
Fax (954) 762-5197 Fax (727) 553-1033

hﬂp://wwﬁm.edu/doe



